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Type-Safe Execution of Mobile Agents in Anonymous
Networks
MATTHEW HENNESSY AND JAMES RIELY

ABSTRACT. We presenta partially-typedsemanticsfor Dπ, a distributedπ-calculus. The se-
manticsis designedfor opendistributedsystemsin whichsomesitesmayharbormaliciousagents.
Nonetheless,thesemanticsguaranteetraditionaltype-safetypropertiesat“good” locationsby using
a mixtureof staticanddynamictype-checking.

The run-timesemanticsis built on the modelof an anonymousnetworkwherethe sourceof
incomingagentsis unknowable.To counteractpossiblemisuseof resourcesall siteskeepa record
of local resourcesagainstwhich incomingagentsaredynamicallytypechecked.

1 Introduction
In [7] we presenteda type systemfor controlling the useof resourcesin a dis-
tributedsystem.The type systemguaranteesthat resourceaccessis alwayssafe,
in thesensethat, for example,integerchannelsarealwaysusedwith integersand
booleanchannelsarealwaysusedwith booleans.The type systemof [7], how-
ever, requiresthat all agentsin the systembe well-typed. In opensystems,such
asthe internet,suchglobal propertiesareimpossibleto verify. In this paper, we
presenta typesystemfor partially typednetworks,whereonly a subsetof agents
areassumedto bewell typed.

This notionof partial typing is presentedusingthe languageDπ, from [7]. In
Dπ mobile agentsaremodeledas threads, usinga threadlanguagebasedon the
π-calculus. Threadsare located, carryingout computationsat locationsor sites.
Locatedthreads,or agentsinteractusinglocalchannels, or resources.

In an opensystem,not all sitesarenecessarilybenign. Somesitesmay har-
bor maliciousagentsthatdo not respectthe typing ruleslaid down for theuseof
resources.For example,considerthesystem

k
���

νc: �����	��

��������� m::a! 
 c����
m
�
a?

�
z� x��� z::x! 
������

consistingof two sitesk and m. The first generatesa new local channelc for
transmittingintegersandmakesit known to thesecondsitem, by sendingit along
thechannela local to m. In a benignworld k couldassumethatany mobileagent
thatsubsequentlymigratesfrom m to k wouldonly usethisnew channelto transmit
integers.However in aninsecureworld m maynot play accordingto therules;in
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our exampleit sendsanagentto k whichmisusesthenew resourceby sendingthe
booleanvalue � alongit.

In thispaperwe formalizeonestrategy thatsitescanuseto protectthemselves
from suchattacks.The strategy makesno assumptionsaboutthe securityof the
underlyingnetwork. For example,it is not assumedthat thesourceof a message
(or agent)canbe reliably determined.We refer to suchnetworks asanonymous
networks.

In thepresenceof anonymousnetworksa reasonablestrategy for sitesis based
on paranoia. Sincethesourceof messagescannotbedeterminedit is impossible
to distinguishmessagesfrom potentially“trusted”sites;thusnositecanbetrusted.
To protectitself, asitemustbarentryof any mobileagentthatcannotbeprovento
uselocal resourcesasintended.

Therequirementthat incomingagentsbecheckedentailsthat the runtimese-
manticsis of necessitymore complicatedthan that of [7]. Eachlocation must
retaininformationaboutits local resourcesagainstwhich theincomingagentsare
checked. This information is encapsulatedasa location type, giving the names
of the resourcesavailablelocally, togetherwith their types;agentcheckingthen
amountsto a form of local runtimetypechecking.

The paperproceedsas follows. In the next sectionwe review the language
Dπ of [7] andrecall its standard semantics.While thepaperis self contained,we
rely on [7] for examplesandmotivationfor Dπ. This is followed,in Section3, by
a formal descriptionof the modifiedrun-timesemantics,wheresitesretainlocal
informationagainstwhich incomingagentsarechecked.

In Section4, we discussthe effectivenessof this runtimestrategy; we show
thatgoodsitescannotbeharmedby badsites,in thesensethatlocal resourcescan
not bemisusedat goodsites,even in systemswhich maycontainmalicioussites.
This is formalizedin termsof a statictyping system,for which we prove Subject
ReductionandTypeSafetytheorems.Thepaperendswith a critiqueof both the
run-timestrategy andthetypingsystem.

2 The Language
We presentthe syntaxandstandardsemanticsof Dπ. For a full treatmentof the
language,includingmany examples,see[7]. Thelanguageis a simplificationand
refinementof thatintroducedin [12].

2.1 Syntax

Thesyntaxis givenin Table1. We deferthediscussionof types,T, to Section2.3.
Thesyntaxis parameterizedwith respectto thefollowing syntacticsets,whichwe
assumeto bedisjoint:> Var, of variables, rangedoverby x-z,> Name, of names, rangedoverby a-m,> Int, of integers, rangedoverby i, and
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Table 1 Syntax

Id: u ? v ? w :: @ e x
Val: U ? V :: @ i A�B u w � u1 ? CDC<? un � �

U1 ?	C�C<? Un �
Pat: X ? Y :: @ x z� x1 ?	CDCE? xn � �

X1 ?	CDCE? Xn �
Thread: p ? q ? r :: @F� ��G u! 
 V � p u?

�
X:T � q H p

u ::p � I U @ V ���'J�� p J�G K�J q
p
�
q

�
νe:T � p

System: P ? Q ? R :: @F� ��G L � p� P
�
Q

�
ν M e:T � P

> Bool @ON��6?-I)P , of booleans, rangedoverby A�B .
We useu-w to rangeover the setof identifiers, Id @ Var Q Name. We typically
usethenamesa-d to refer to channelsandk-m to refer to locations,althoughthe
distinctionis formally imposedby thetypesystem.Weusee to referto namesthat
mightbeof eithertype.

Themainsyntacticcategoriesof thelanguageareasfollows:> Threads, p-r, are (almost) termsof the ordinary polyadic π-calculus[9].
Thethreadlanguageincludesthestaticcombinatorsfor composition‘

�
’ and

typedrestriction‘
�
νe:T � ’, aswell asconstructsfor movement‘ L ::p’, output

‘u! 
 V � p’, typedinput‘u?
�
X:T � q’, (mis)matching‘ � I U @ V ���'J�� p J�G K�J q’ and

iteration‘ H p’.> Agents, L � p� , arelocatedthreads.> Systems, P-R, arecollectionsof agentscombinedusingthe staticcombina-
tors‘

�
’ and‘

�
ν M e:T � ’.

Theoutputandinputconstructsmakeuseof syntacticcategoriesfor values, U-
V, andpatterns, X-Y, respectively. Valuesincludevariables,names,basevalues,
andtuplesof these.A valueof theform w � u1 ?	CDC<? un � includesalocationw andacol-
lectionof channelsu1 ? CDCR? un allocatedat w. Patterns,X-Y, provide destructorsfor
eachtype. To bewell-formed,we requirethatpatternsbelinear, i.e. eachvariable
appearatmostonce.

As anexampleof asystem,considertheterm:L � p� ��� ν M a:A � � L � q� � k � r �)�
This systemcontainsthreeagents,L � p� , L � q� andk

�
r � . The first two agentsare

runningat location L , the third at locationk. Moreover q and r sharea private
channela of typeA, allocatedat L andunknown to p.

Unlike [4, 6], agentsarerelatively lightweightin Dπ. They aresingle-threaded
andcanbe freely split andmergedusingstructuralrulesandcommunication.As
such,they areunnamed.
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NOTATION. Weadoptseveralnotationalconventions,asin [7].> In the concretesyntax, “move” hasgreaterbinding power than composi-
tion. Thus L :: p

�
q shouldbe read

� L :: p� � q. We adoptseveral standard
abbreviations. For example,we routinelydrop type annotationswhenthey
are not of interest. We omit trailing occurrencesof � �DG and often denote
tuples and other groupsusing a tilde. For example, we write Sa instead
of

�
a1 ?	CDCE? an � and

�
νSe: ST � p insteadof

�
νe1:T1 �TCDC � νen:Tn � p. We also write

‘ � I U @ V ���'J�� p’ insteadof ‘ � I U @ V ���'J�� p J�G K�JU� ��G ’ and‘ � I U V@ V ���'J�� q’
insteadof ‘ � I U @ V ���'J��U� �DG6J�G K�J q.’> We assumethe standardnotion of freeandboundoccurrencesof variables
andnamesin systemsandthreads.Thevariablesin thepatternX arebound
by the input constructu?

�
X � q, the scopeis q. Thenamee is boundby the

restrictions
�
ν M e:T � P and

�
νe:T � p, the scopesareP andp, respectively. A

termwith no freevariablesis closed. Thefunctionsfn
�
P� andfid

�
P� return

respectively thesetsof freenamesandfreeidentifiersoccurringin P.> We also assumea standardnotion substitution, whereP N � uW x �P denotesthe
capture-avoiding substitutionof u for x in P. The notationP N � VW X �P gener-
alizesthis in an obvious way asa sequenceof substitutions.For example,
P N � M�X aY W zX xY �PZ@ P N � M W z �P	N � aW x �P .> In thesequelwe identify termsup to renamingof boundidentifiers. [

2.2 Standard Reduction

Thestandardreductionsemanticsis given in Table2. The structuralequivalence
(P \ Q) andreductionrelation(P ]�^ P_ ) both relateclosedsystemterms. The
structuralequivalenceis definedto bethe leastequivalencerelationthat is closed
undercompositionandrestriction,satisfiesthemonoidlaws for composition,1 and
in additionsatisfiestheaxiomsgivenin Table2.

Thestructuralrulesallow for agentsplitting L � p �
q�`\aL � p� � L � q� andgarbage

collection L � � �DG �`\b� �DG . Notethatwhena new nameis lifted out of anagent,using
the structuralrule

� K - �'J)cd� , the system-level restrictionrecordsthe nameof the
locationwhich allocatedthe nameL ��� νe:T � p�`\ �

ν M e:T ��L � p� ; theselocationtags
areusedonly for statictyping.

Mostof therulesof thereductionrelationaretakendirectlyfromtheπ-calculus,
with a few changesto accommodatethefactthatagentsareexplicitly located.The
mainruleof interesthereis

��e
- fhg�B'J�� ,L � k ::p�i]�^ k

�
p�

whichstatesthatanagentlocatedat L canmoveto k usingthemoveoperatork ::p.
Thisis theonly rulethatvariessignificantlybetweenthestandardsemanticsandthe

1Themonoidlawsare:P j�k)lnmpo P, P j Q o Q j P, andP j�q Q j Rr osq P j Qr j R.
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Table 2 StandardReduction

Structuralequivalence:� K - � ��Gt� L � � �DG �u\F� ��G� K - K)v	Gn� �0� L � p �
q�h\wL � p� � L � q�� K - � � e � L � H p�h\wL � p� � L � H p�� K - �'J6cx� L ��� νe:T � p�h\ �

ν M e:T ��L � p�� K - J6y�� e � Q
���

ν M e:T � P \ �
ν M e:T � � Q �

P� if e Wz fn
�
Q�

Reduction: ��e
- fUg{B'J#� L � k ::p�|]'^ k

�
p���e

- �%g�f|fu� L � a! 
 V � p� � L � a?
�
X � q�|]'^}L � p� � L � q N � VW X �P'���e

- J%~T�6��L � � I U @ U ���'J�� p J�G K�J q�|]'^}L � p���e
- J%~	�#�uL � � I U @ V ���'J�� p J�G K�J q�|]'^}L � q� if U V@ V��e
- �'J)cd� P ]�^ P_�

ν M e:T � P ]�^ �
ν M e:T � P_�
e

- K
� e � P ]�^ P_
R
�
P ]�^ R

�
P_ P \ Q ]�^ Q_ \ P_

P ]�^ P_
semanticsfor opensystemsdefinedlater. Note that in

�
e
- �%gTf�f�� , communication

is purelylocal: L � a! 
 V � p� � L � a?
�
X � q��]�^�L � p� � L � q N � VW X �P#�

As anexample,supposethatwe wish to write a systemof two agents,oneat k
andoneat L . Theagentat k wishesto senda freshintegerchannela, locatedat k,
to theotheragentusingthechannelb, locatedat L . Thissystemcouldbewritten:L � b?

�
z� x��� q� �

k
���

νa� � p � L ::b! 
 k � a���0���\ L � b?
�
z� x��� q� ���

νka��� k � p� �
k
� L ::b! 
 k � a���
�6� � K - �'J6cx�T? � K - K6v	G�� ���]'^ L � b?

�
z� x��� q� ���

νka��� k � p� � L � b! 
 k � a���p�6� �
e
- fhg�B'J��]'^ �

νka����L � q N � k X aY W zX xY �P'� �
k
�
p�6� � K - J�y�� e ��? ��e - �%gTf�f��T? � K - � ��G��

Besideeachreduction,we have written the rulesusedto infer it, omitting
�
e

- K�� e �
and

��e
- �'J6cx� , which arealmostalwaysused.Notethatafterarriving at L , theagent

sendsthe valuek � a� ratherthansimply a. In the type system,this identifiesthe
resourcea asnon-localat L . If a simpleresourcevalue,suchasa, hadbeencom-
municatedto q, it wouldhavehadto havebeenlocalto L , ratherthank. An example
of a processq thatusesthereceivedvaluez� x� is z::x! 
 1� , whichafterthecommu-
nicationwould becomek :: a! 
 1� . This canmove to the locationk andsendthe
integer1 on thenewly receivedchannela.
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2.3 Types and Subtyping

Thepurposeof thetypesystemis to ensureproperuseof basetypes,channelsand
locations.In this paperwe usethesimpletype languagesfrom [7, � 4], extended
with basetypesfor integersandbooleans.WeuseuppercaseRomanlettersto range
over types,whosesyntaxis asfollows:

TChan: A ? B ? C :: @������	��
 T �
TLoc: K ? L ? M :: @�G g���N a1:A1 ?	CDCE? an:An P�? ai distinct
TVal: S? T :: @�A g�gTG ����� A K �B1 ? CDCR? Bh ��? �

T1 ?	CDCE? Tn �
Typesaredividedinto thefollowing syntacticgroups:> TChanof channeltypes,whichspecifythetypeof valuescommunicatedover

achannel,�����	��
 T � .> TLocof simplelocationtypes,whichspecifythesetof typedchannelsavail-
ableata location, G g���N6Sa: SA P .> TVal of valuetypes,which includetypesfor basevalues,channels,locations
andtuples.

In valuetypes,locationtypeshave the form G g���N a1:A1 ?	CDCE? an:An P��B1 ?	CDCE? Bh � . The
extendedform allowsfor acertainamountof first-orderexistentialpolymorphism.
Informally, G g��'N�Sa: SA P�� SB � mayberead“ �'Sx: G g���N6Sa: SA ?ESx: SB P ”, i.e. thetypeof alocation
whichhaschannelsSa of typesSA andsome(unnamed)channelsof typesSB.

Throughoutthe text, we dropemptybraceswhenclearfrom context, writing
‘ G g�� ’ insteadof ‘ G g���N�P���� ’, ‘K’ insteadof ‘K ��� ’, and‘u’ insteadof ‘u ��� ’.

Locationtypesareessentiallythesameasstandardrecordtypes,andwe iden-
tify location typesup to reorderingof their “fields”. Thus G g���N a:A ? b:B P��C��@G g���N b:B ? a:A P��C� . But reorderingis notallowedon“abstract”fields.Thusif B and
C aredifferent,then G g���N a:A P��B ? C��V@�G g���N a:A P��C ? B � .

Thesubtypingrelation(T � S) is discussedat lengthin [7]. Onbasetypesand
channeltypesthereis nonontrivial subtyping;for example,�������T
 T ������������
 T _ � if
andonly if T @ T _ . Onlocationtypes(bothsimpleand“existential”),thesubtyping
relationis similar to thattraditionallydefinedfor recordor objecttypes:G g���N�Sa: SA ? b:B P���G g���N�Sa: SA PG g���N6Sa: SA ? b:B P�� SC�`��G g���N�Sa: SA P�� SC�
Ontuples,thedefinitionis by homomorphicextension: SS � ST if � i : Si � Ti

2.4 Type Environments

Locationtypescontainthenamesof thechannelsknown to bedefinedatalocation.
Topresenttypingsystemsfor thelanguagein latersections,it isusefultogeneralize
locationtypesto allow the inclusionof variablesaswell asnames.Variablesare



Type-SafeExecutionof Mobile Agentsin AnonymousNetworks 7

allowedat types ����� and A{g�gTG , in additionto channeltypesA. Theresultingtypes
arecalledopenlocationtypes,� :

TSimple: H ? G :: @��D��� A g�gTG A
TOpen: ��?��h?�� :: @ G g���N�Su: SH P�? ui distinct

To bewell-formed,werequirethateverynamein anopenlocationtypebeassoci-
atedwith achanneltype.

Thesubtypingrelationextendsdirectly to openlocationtypes:G g��'N�Su: SH ?�Sv: SG PU��G g��'N6Su: SH P
A typeenvironment,Γ, mapsidentifiersto openlocationtypes.An exampleof

a typeenvironmentis:

Γ @ ¡¢t£ k : G g��ZN a: �����	��

�D�����)? x: ������P
z : G g���¤ a: �����	��
�G g�� �t�����	��

�D�����
���

y: �����	��
�G g��	�t�����	��
�A{g�gTG ������¥
¦t§¨

Herewehave two locations,k andz. Thefirst hasanintegerchannelnameda and
an integervariablex. Thesecondhastwo channels:a, which communicates(po-
tentially remote)integerchannelsandy which communicates(potentiallyremote)
booleanchannels.

If a type environmentcontainsno variables,we saythat it is closed. Closed
typeenvironmentsmapnamesto (closed)locationtypesK.

In the typing systemof thenext sectionwe needsomenotationfor extending
(open)locationtypesandfor convenienceweexplain thisnotationhere.Theopen
location � maybeextendedusing‘ �i? V:T’, definedby inductiononV:� G g���N�Su: SH P���? v:G @©G g���N�Su: SH ? v:G P if � i : ui V@ v�i? w � Su� :K � SA �ª@«� if N w ?RSu P disjointdom

� �����?9A�B : A{g�gTG�@«���? i: �D���Z@«��i? SU: ST @ ��� CDCDC � �i? U1:T1 �"? C�CDCp�"? Un:Tn �
Thereforetheextensionof � by V:T addsonly informationaboutlocal identifiers
to � . For example:G g���N d:D P�? � 0 ? x ? z� y��� : � ������? A ?0G g��'N c:C P��B ���¬@­G g���N d:D ? x:A P
NotealsothateverylocationtypeL isanopenlocationtype,andthusthisdefinition
appliesto “closed” locationtypesaswell.

We usea similar notationfor extendingtype environments:If u is not in the
domainof Γ thenΓ ? u: � denotesthenew typeenvironment,which is similar to Γ
but in additionmapsu to the � .
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Table 3 Reductionfor OpenSystems��e
- fhg�B'J�� ∆ ®dL � k ::p�¯]�^ k

�
p� if ∆

�
k�U° p��e

- �"gTf�f�� ∆ ®dL � a! 
 V � p� � L � a?
�
X � q�¯]�^±L � p� � L � q N � VW X �P'���e

- J"~T�)� ∆ ®dL � � I U @ U ���'J�� p J�G K�J q�¯]�^±L � p���e
- J"~	��� ∆ ®xL � � I U @ V ���'J�� p J�G K�J q�¯]�^±L � q� if U V@ V��e
- �'J6cx� ∆ ?"L : � L ? a:A �+® P ]�^ P_

∆ ?%L :L ® �
ν M a:A � P ]�^ �

ν M a:A � P_ ∆ ?%L :L ? k:K ® P ]�^ P_
∆ ?%L :L ® �

ν M k:K � P ]�^ �
ν M k:K � P_��e

- K�� e � ∆ ® P ]�^ P_
∆ ® R

�
P ]�^ R

�
P_ P \ Q ∆ ® Q ]�^ Q_ Q_ \ P_

∆ ® P ]'^ P_
3 Semantics for Open Systems
As we have explainedin the introduction,usingthe standardrun-timesemantics
local resourcesmay be intentionallymisusedby malicioussites; in the example
discussedon page1 we have seenthat the local resourcea at locationk is delib-
eratelymisusedby a mobile agentoriginatingat locationm. In this sectionwe
modify the run-timesemanticsin a mannerwhich offers protectionagainstsuch
misuse.

We areassumingthat agentsareworking in an anonymousnetwork andthe
run-timestrategy suggestedin theintroductionis for everysiteto keepa recordof
local resourcesagainstwhich all incomingagentsarechecked. In our formulation
this distributedinformationis collectedtogetherasclosedtype environmentand
thusreductionsof theruntimesemanticstake theform

∆ ® P ² ]�^ P_
where∆ is aclosedtypeenvironmentandP andP_ aresystems.

Thereductionsemanticsis givenin Table3. Mostof therulesaresimpleadap-
tationsof the correspondingrules in Table 2. For example, the rules for local
communicationandmatchingof valuesareessentiallyasbefore,as∆ is not con-
sultedfor thesereductions.Thereis a minor changein therule for therestriction
operator, because∆ mustbeaugmentedto reflecttheadditionof thenew name.

Theonly significantchangefrom thestandardrun-timesemanticsis in therule
for codemovement:

∆ ®xL � k ::p�³² ]�^ k
�
p� if ∆

�
k �d° p

This saysthattheagentp canmovefrom location L to locationk only if p is guar-
anteednot to misusethelocal resourcesof k, i.e. ∆

�
k �U° p. Herep is type-checked

dynamicallyagainst∆
�
k � , which givesthenamesandtypesof theresourcesavail-

ableatk.
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Table 4 Typing for ValuesandThreads

Values:� � - K�� �0� �´�aG g���N u:H P�O° u:H

� � - A��'K�J�� �b° n: �����6? A�B : A g�gTG� � - G g���� �b° u � v1 ? C�CR? vn � :K �A1 ?	CDCE? An � � � - ��µ	v�� � i : �b° Ui :Ti�b° �
U1 ?	CDCE? Un � : � T1 ?	CDC<? Tn �

Threads:� � - fhg{B'J#� �b° u ::p

� � - �'J6cxGt� �©° p�b° �
νk:K � p� � - e � �b° u: ��������
 T � ��? X:T ° q�b° u?

�
X:T � q � � - �'J6c¶�'� �i? a:A ° p�b° �

νa:A � p� � - cd� �O° u: ��������
 T �)? V:T ? p�b° u! 
 V � p � � - K
� e � �©° p ? q�b°s� ��GD?{H p ? p �
q� � - J%~�� �©° U:T ? V:T ? p ? q�b°·� I U @ V ���'J�� p J�G K�J q

3.1 Runtime Typing

The definition of this runtimelocal type-checkingis given in Table4. This is a
light weight typing in that the incomingcodeis only checked to the extent of its
referencesto local resources.Thusjudgmentsareof theform�©° p

indicatingthatp cansafelyrun at a locationthatprovidesresourcesasdefinedin� .
Perhapsthemostsurprisingrule in this light weighttypecheckingis

� � - fUg{B'J�� ,
which involvesno type checkingwhatsoever. However this is reasonableas an
agentsuchas L :: p runningat k usesno local resources;it movesimmediatelyto
thesite L . As a resultof this rulenoticethatreductionsof theform

∆ ® m
�
k :: L ::p�³² ]�^ k

� L ::p�
arealwaysallowed,regardlessof theinformationin ∆.

Theonly significantlocal checkingis carriedout by the two rules
� � - e � , � � - cx�

which we examinein somedetail. The subtletyin the readrule
� � - e � is to some
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extenthiddenin the rule for updatinglocationtypesandthis is bestexplainedby
example.Theruledictates,for example,thattheagenta?

�
x: �������T
 T ��� q canmigrate

to a locationwith local resources� provided:> a is a local channelof theappropriatetype, in this casea channelfor com-
municatingvaluesof type �����	��
 T �> q is locally well-typed with respectto an augmentedset of resources,��? x: �������¸
 T � .

Howeversupposethechannela communicatesnon-localinformation;e.g. whenis
a?

�
z� x� :K �A ��� q locally well-typed?Therule

� � - e � simplydemandsthat,in addition
to a having theappropriatelocal type,q is well-typedwith respectto thesameset
of local resources� . Formally this is becauseaccordingto the definitionsgiven
in Section2.4 ��? z� x� :K �A � is simply � . Intuitively this is reasonablesinceany
non-localinformationreceived on a will not be usedlocally andthus it may be
ignored.

Therule
� � - cx� statesthatagenta! 
 V � p is locally well-typedprovided> thecontinuationp is locally well-typed> thechannela hasanappropriatelocal type,say �����	��
 T �> the valueto be transmittedV is locally well-typedto be transmittedon a,�w° V:T; this meansthat it mustbepossibleto assignto V the local object

typeof thechannela, namelyT.

Oncemorethereis a subtlety, this time in thelocal typecheckingof values.If the
valueV to betransmittedis a local resource,sayachannelnameb, thenaccording
to therule

� � - K�� �0� b musthave the local typeT. If, on theotherhand,V is a non-
local value,sayk � b� , then locally this is of no interest;accordingto

� � - G g��%� k � b�
canbeassignedany locationtypewhich in effectmeansthatwhenit is transmitted
locally ona its validity is notchecked.

This endsour discussionof runtimelocal type checking,andof the runtime
semantics.

3.2 An Example

As anexampleconsiderasystemof threelocations,k, L andm, with thefollowing
distributedtypeenvironment,∆.

∆ @ ¡¢ £ k : G g���N a: �����	��

�D�����6PL : G g���N b: �����	��
�G g��	�t�����	��
�A{g�gTG �����)P
m : G g���N d : �����	��
�G g��{�n��������

A g�gTG��
���)P

¦ §¨
Let P bethefollowing system:

k
�
m::d! 
 k � a���
��

m
�
d?

�
z� x���¹L ::b! 
 z� x������ L � b?
�
z� x��� z::x! 
������
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Herek communicatesthenameof its integerchannela to m, usingthechanneld
local to m. ThenmmisinformsL aboutthetypeof a atk: thecommunicationalong
b fools L into believing thata is abooleanchannel.SubsequentlyL attemptsto send
anagentto k thatviolatesthetypeof local resourcea, by sendinga booleanvalue
whereanintegeris expected.

The readercancheckthat accordingto our runtimesemanticsthe first code
movementbetweenk andm is allowed:

∆ ® k
�
m::d! 
 k � a���
�³² ]�^ m

�
d! 
 k � a���
�

aslocal typecheckingof themigratingagentsucceeds,∆
�
m�º° d! 
 k � a��� . Thelocal

channeld is usedcorrectlyandsincethevaluetransmitted,k � a� , is non-localit is
essentiallynotexamined(only thenumberof namesis checked,not their types).

The local communicationat m on channeld now occursandthesecondcode
movementbetweenmand L is alsoallowed,

∆ ® m
�
d! 
 k � a���p� �

m
�
d?

�
z� x���+L ::b! 
 z� x������² ]'^¼»�² ]'^ L � b! 
 k � a�����

becausethemigratingthread,b! 
 k � a��� , is alsosuccessfulin its typecheckagainst
local resources,∆

� L'� . Thelocal communicationalongb now occurs

∆ ®©L � b! 
 k � a����� � L � b?
�
z� x��� z::x! 
�������² ]'^½L � k ::a! 
������

However the next potentialmove, the migrationof the threada! 
���� from L to k,
is disallowedby the rule

�
e
- fUg{B'J#� ; the threadis locally type checked againstthe

resourcesat k, wherea is known to beanintegerchannel,andits potentialmisuse
is discovered.

4 Static typing
In theruntimesemanticsmisuseof local resourcescancertainlyoccur, sincethere
is no requirementthat valueshave the object type specifiedby the transmitting
channel.For examplethereduction

∆ ® k
�
a! 
������ � k � a?

�
x� q��² ]'^ k

� � ��G � � k � q N � ¾ W x �P��
is allowed even if the object type of the channela at k is �D��� , i.e. ∆

�
k �|�G g���N a: ��������
p�D�����)P .

Wedonotassumethatall sitesrespectthetypingconstraintson theirchannels.
For conveniencelet us call sitesthat violate the typing constraintsbad sites,as
they do not play accordingto therules.A typical exampleis thesitem, described
at theendof theprevioussection;it receivesanintegerchannela from k but then
attemptsto usea to senda booleanvalue. In contrasta good site is onewhere
typingconstraintsareenforced.

In thissectionwepresentastatictypesystemthatguaranteesthat:
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Table 5 Statictyping

ValuesandThreads:As in Table4

Systems:� � - e µ	�'¿�� �b° p

Γ ?%L : �©°ÀL � p� � � - e µ	�	A�� L Wz dom
�
Γ �

Γ °ÁL � p�� � - �'J)c¶�"¿�� Γ ?"L : � �i? a:A �U° P

Γ ?%L : �©° �
ν M a:A � P � � - �'J)c³��A{� L Wz dom

�
Γ � Γ ° P

Γ ° �
ν M a:A � P� � - �'J6cUG ¿�� Γ ?%L : �i? k:K ° P

Γ ?%L : �©° �
ν M k:K � P � � - �'J)cxG�A{� L Wz dom

�
Γ � Γ ° P

Γ ° �
ν M k:K � P� � - K
� e � Γ ° P ? Q

Γ °Â� �DG�? P �
Q

Configurations: � � - �%gT��Ã�¿�� Γ ° P

Γ ° ∆ ® P
�ÄL z dom

�
Γ � : Γ

� L���� ∆
�
k�
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goodsitescannotbeharmedby badsites.

That is, local resourcesat a good site cannotbe misuseddespitethe existence
of, andinteractionwith, badsites. We prove SubjectReductionandTypeSafety
theoremsfor thetypesystem.Intuitively, SubjectReductioncanbeinterpretedas
sayingthattheintegrity of goodsitesis maintainedascomputationproceeds,while
TypeSafetydemonstratesthatlocal resourcesatgoodsitescannotbemisused.

Thestatictyping relationfor anonymousnetworksis definedin Table5. Judg-
mentsareof theform

Γ ° P

whereΓ is a (open)typeenvironmentandP a system.Thetypeenvironmentonly
recordsthetypesof goodlocations;thusk z dom

�
Γ � is to beread“k is good” and

m Wz dom
�
Γ � maybereadas“m is bad.” If Γ ° P, thenthoseagentsin P thatare

locatedatsitesin thedomainof Γ areguaranteedto be“well behaved”.
For threadsandvalues,thestatictyping relationis thesameasruntimetyping

relationgivenin Table4. Thetypingof a locatedagentL � p� dependsonwhetherL
is good,i.e. L z dom

�
Γ � . If L is good,thenaccordingto

� � - e µ	�'¿�� , to infer Γ °ÀL � p�
we needto establishthat the p is well-typed to run at L , Γ

� L'�|° p. But if L is
not good,thenit doesn’t matterwhetherp is well-typed;thus

� � - e µ	�	A{� saysthat ifL Wz dom
�
Γ � , then L � p� is well-typedfor any threadp.

Thetypingof new resourcesat thesystemslevel alsodependsonwhetherthey
areintroducedat a goodsite. For exampleto infer Γ ?%L : �Å° �

ν M a:A � P, wherebe-
causeof thenotationwe know L is a goodsite,

� � - �'J)c³�%¿�� saysthatwe needto es-
tablishΓ ?%L : � �`? a:A �h° P, i.e. thatP is well-typedundertheassumptionthat there
is a new resourcea at site L . This is in contrastto the casewhen L is not good,L Wz dom

�
Γ � , whereaccordingto

� � - �'J)c¶��A{� it is sufficient to establishthatthesys-
tem P is well-typedrelative to the sametyping environment. Note that implicit
in thesetwo rulesis theassumptionthatnew goodsitescanonly begeneratedby
goodsites.

Intuitively Γ ° P meansthat in P thegoodsites,thosein thedomainof Γ use
their local resourcesin accordancewith Γ, whereasthe behavior of badsitesare
unconstrained.As anexampleconsidertheconfiguration∆ ® P from Section3.2.
If we let Γ bethetypingenvironmentdefinedby:

Γ @ÇÆ k : G g���N a: ��������

�������)PL : G g���N b: ��������
�G g��{�n��������

A g�gTG��
���)PdÈ
ThenonecaneasilycheckthatΓ ° ∆ ® P, thatis ∆ is consistentwith Γ andΓ ° P.
Intuitively herewe are sayingthat k and L are good siteswhich usetheir local
resourcescorrectlywhereasno guaranteeis madeaboutthe local behavior at m.
Note,however, that if oneconsidersstatictyping under∆, which includesm, then
∆ doesnot typeP.

The static typing systemsatisfiesseveral importantproperties,suchas type
specializationandnarrowing, which arestatedandprovedin AppendixA. These
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Table 6 RuntimeError� J - �"gTf�f���L � a! 
 V � p� � L � a?
�
X:T � q� err M]�]�^ if V VÉ T� J - J%~�� L � � I U @ V ���'J�� p J�G K�J q� err M]�]�^ if U VÉ V� J - �'J6cx� P err k]T]{^�

ν M e:E� P err k Ê Ë Ì Í e ËÎ]
]Ï]Ï]Ä]�^ � J - K�� e � P err k]T] ^
P
�
R err k]�] ^ P \ Q Q err k]�]	^

P errk]T]	^
propertiesareusedto establishthe following result,which statesthatwell-typing
atgoodsitesis preservedby reduction.

THEOREM 4.1 (SUBJECT REDUCTION).
If Γ ° ∆ ® P and∆ ® P ² ]'^ P_ thenΓ ° ∆ ® P_ .

Proof. SeeAppendixA. [
We now discussthe extent to which in the type systemprecludesthe misuse

of local resourcesat goodsites.This canbeformalizedusinga notionof runtime
error. In this paper, we confineour attentionto runtimeerrorsbasedon arity mis-
matching.Intuitively, anarity mismatchoccurswhenthevaluesenton a channel
doesnot matchthe type that the recipientexpects,or whentwo structurallydis-
similar valuesarecomparedusingthematchconstruct.To formalizethis notion,
we definea compatibilityrelationU É T between(closed)valuesandtypes,anda
compatibilityrelationU É V between(closed)values:

i É �D���A�B É A g�gTG
e É A

e� d1 ?{CDCR? dn � É K �A1 ?	CDC<? An ��
V1 ? CDC<? Vn � É �

T1 ?{CDCR? Tn �
if � i : Vi

É Ti

i É i _A�B É A�B _
e É e_

e� d1 ?	CDCE? dn � É e_ � d_1 ? CDC<? d_n ��
V1 ?	CDC<? Vn � É �

V _1 ?	CDCE? V _n �
if � i : Vi

É V _i
Thedefinitionof runtimeerror is givenin Table6 asa predicateP err M]�]�^ , indi-

catingthatP is capableof a runtimeerrorat location L . Essentiallyanerroroccurs
at location L if eithertwo incompatiblevaluesarecomparedat L or anattemptis
madeto communicateavaluealongalocalchannelwhichis incompatiblewith the
typeof thechannel.Theonly non-trivial rule is

� J - �'J)cd� whichmayeffectachange
in thenameof the locationwherethe erroroccurs.For exampleit will reportan
errorat L in

�
ν M k:K � P if thereis a runtimeerrorin P at locationk.

Weshouldpointoutthatthisdefinitionof run-timeerroris considerablyweaker
than that employed in [7]; in that paper, the notion of run-time error took into
accountnotonly to arity mismatchesbut alsoaccessviolations.

THEOREM 4.2 (TYPE SAFETY). If Γ ° P and L z dom
�
∆ � thenP err M² ]ÀÐ]�^ .

Proof. SeeAppendixA. [
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This theorem,togetherwith SubjectReduction,canbe interpretedinformally as
sayingthatasreductionsproceedlocalresourcescannotbelocally misusedatgood
sites,evenin systemswherenot all siteswhicharenecessarilywell-behaved.

5 Discussion
Herewe make threepointswhich demonstratethe limitationsof both theruntime
strategy andthetypingsystem.

First the static typing is very weak as it is designedonly to eliminate local
misuseof local resources.Let

Γ @ ¡¢t£ L : G g�� ¤ b: �����	��
�G g���N d: �����	��
�A{g�g�G �6P��
c: �����	�T
�G g���N d: ��������
p�D�����)P�� ¥

k: G g��	Ñ d: �����	��

�D������Ò
¦t§¨

ThenΓ °ÓL � c?
�
z� x��� b!

�
z� x����� althoughobviously herethereis, at leastinformally,

amisuseof localchannels.However formally thevaluesexchangedonc andb are
potentiallyremoteandthereforethesevaluesarenotconsideredlocal. Forexample,
consideracompanionsitek whichhasonelocalchanneld of type �����	��

�D����� . Then
no runtimeerroroccursin thesystem

Γ ®ÕÔ L � c?
�
z: G g���N d: ��������

�������)P�� b! 
 z����

k
� L ::

�
c! 
 k� b?

�
z� z::d! 
�������� Ö

althoughonecouldarguethatat location L thereis a misuseof the channelb. A
runtimeerror is avoidedby thedynamictype-checking;after thecommunications
onc andb thepotentialmoveL � k ::d! 
�������² ]'^ k

�
d! 
������

is blocked becausethe agentattemptingto move to k, d! 
���� doesnot type check
againstthelocal resourcesatk.

To strengthenthe static type checkingsitesmustbe willing to remembernot
only local resourcesbut alsoinformationaboutothersites.However sincenot all
sitesarewell-behavedit wouldbedangerousto rely onarbitraryinformation.

Thesecondpoint is thatthereis anover relianceon dynamictype-checkingto
avoid misuseof resources.This canbehighlightedby consideringanotherdesir-
ablepropertyof a runtimesemanticsfor opensystems:

Movementbetweengoodsitesshouldalwaysbeallowed,even in the
presenceof badlybehavedsites.

It is obviousfrom theexamplediscussedin Section3.2thatourrun-timesemantics
doesnot satisfythis property. If we usethestaticenvironmentΓ definedon page
13 thenk and L aregoodsites.But aswe have seenin Section3.2 theabuseby m
eventuallypreventsamovementfrom k and L .
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Finally therequirementto dynamicallytype-checkall incomingthreadsis very
inefficient. Howeverbecauseof thevery weakform of typecheckingemployedit
is essential.A site cannoteven trust itself! For examplesupposewe revisedthe
reductionrule

�
e
- fUg{B'J�� to readasfollows:

∆ ®dL � k ::p��² ]'^ ∆ ® k
�
p� if k @«L or ∆

�
k �d° p

Herethesitek trustsitself andthereforedoesnottypecheckthethreadp. However
this rule is notsafe;SubjectReductionfailsandruntimeerrorsmaybeintroduced.
As anexample,considerthefollowing configuration,which usesthetyping envi-
ronmentΓ givenat thebeginningof thissection:

Γ ®dL � c?
�
z� z::c! 
������ � L � c! 
�L����

Theconfigurationcanbetypedwith respectto Γ itself,but afterthecommunication
theresultis Γ ®iL � c! 
����
� , whichfailsto typeunderΓ. MoreoverΓ ®�L � c! 
����
� induces
a runtimeerrordueto thepotentialmisuseof channelc.

In a companionpaperwe addresstheseissuesby introducing a notion of
trust betweensites. The dynamictypecheckingis strengthenedby makinga site
recordinformationabouttrustedsites,which includesitself. While typechecking
in this systemis computationallymoreexpensive, not all incomingthreadsneed
bechecked; thoseoriginatingat trustedsitesareallowedthroughunchecked. The
new semanticshastwo additionaldesirableproperties:movementbetweengood
sitesis alwaysallowed(asdiscussedabove),anda strongernotionof TypeSafety
canbeguaranteed(becausethetypingrelationis stronger).

6 Related Work
In this paperwe have outlineda strategy for ensuringthat the integrity of well-
behavedsitesis not compromisedby thepresenceof potentiallymaliciousmobile
agents.Moreover we have formalizedthecorrectnessof this strategy in termsof
SubjectReductionandTypeSafetytheoremsfor apartial typesystem.

In this study we usedthe languageDπ [7], one of a numberof distributed
versionsof the π-calculus[9]. For othervariationssee[6, 13]. The languagesin
[4, 5] are thematicallysimilar althoughbasedon somewhat differentprinciples.
We have taken advantageof a rich type systemfor Dπ, originally presentedin
[7], wherenot only do channelshave thetypesoriginally proposedin [11] for the
π-calculus,but locationshave typesbroadlysimilar to thoseof objects.An even
richertypesystemis alsoproposedin [7] in whichtypescorrespondto capabilities,
as in [5], andan interestingtopic for future researchwould be the extensionof
partial typing to theserichertypes.

Our researchis relatedto proposalsfor proof-carryingcodeoutlinedin [10]:
codeconsumers,which in our caseare locations,demandof codeproducers,in
our caseincomingthreads,that their codeis accompaniedby a proof of correct-
ness.Thisproof is checkedby theconsumerbeforethecodeis allowedto execute.
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Thecorrectnessis expressedin termsof a public safetypolicy announcedby the
consumerandthe producermustprovide codealongwith a proof that it satisfies
this policy. In our casethis safetypolicy is determinedby thelocationtypewhich
recordsthe typesof theconsumer’s resources,andproof checkingcorrespondsto
typecheckingtheincomingcodeagainstthis record.Our work is differentin that
the correctnessproof canbe reconstructedefficiently, andthereforethe producer
neednot supplyanexplict proof.

For otherexamplesof relatedwork within this framework see[8, 14]. For ex-
amplethe formercontainsa numberof schemesfor typecheckingincomingcode
for accessviolationsto local privateresources.However the languageis very dif-
ferentfrom ours,namelya sequentialhigher-orderfunctionallanguage,andthere
is no direct formalizationof the fact thatdistributedsystemswhich employ these
schemesarewell-behaved.

A verydifferentapproachtosystemsecurityisbasedontheuseof cryptography
andsignatures.For example[1] presentsa π-calculusbasedlanguagewhich con-
tain cryptographicconstructswhich ensurethe exchangeof databetweentrusted
agents,while [3] containsa descriptionof the applicationof this approachin a
practicalsetting.

A Proofs
A.1 Properties of the static type system

First we prove two importantpropertiesof type systemswith subtyping: Type
SpecializationandWeakening.

PROPOSITION A.1 (TYPE SPECIALIZATION).
If �b° V:T andT � S then �O° V:S.

Proof. By inductionon thejudgement�×° V:T. If V:T takestheform V:H thenS
mustcoincidewith H, sincethereis no non-trivial subtypingon channeltypesor
basetypes. If V:T hasthe form w � Su� :L � SA � thenthe result is trivial, using

� � - G g���� .
Finally, thecasefor tuplesfollowsby induction. [
PROPOSITION A.2 (WEAKENING).> If �b° V:T and �×�Ø� then ��° V:T> If �b° p and �×�Ù� then ��° p> If Γ ? w: �b° P and �Å�Ú� thenΓ ? w: �F° P

Proof. In eachcasetheproof is by inductionon the type inference.We examine
two examplesof proofon threads:� � - e � . Here �b° u?

�
X:T � q because�b° u: ��������
 T � and ��? X:T ° q. We canapply

thefirst statementin thepropositionto theformer, to obtain �Û° u: ��������
 T � ,
while inductionto the lattergives �|? X:T ° q. An applicationof

� � - e � now
givestherequired��° u?

�
X:T � q.
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νa:A � p because�i? a:A ° p. By α-conversionwecanchoose

a sothatit doesnotappearin � andthereforeby inductionwehave ��? a:A °
p. Now anapplicationof

� � - �'J6c¶��� givestherequired��° �
νa:A � p.

We presentfour casesfor theproofonsystems.� � - e µ	�'¿�� . Here Γ ? w: �Ü° m
�
p� because� ° p, where � def@ �

Γ ? w: ��� � m� . If m
and w are different thenwe also have � @ �

Γ ? w: �U� � m� and thereforean
applicationof

� � - e µ	�'¿�� givestherequiredΓ ? w: ��° m
�
p� . On theotherhand

if m is thesameasw then �Ý@�� . Sowe canapply thesecondpartof the
propositionto � , obtaining �±° p. Now

� � - e µ	�'¿�� alsogivesthe required
Γ ? w: ��° m

�
p� .� � - e µ	�	A�� . Thiscaseis trivial.� � - �'J6cxG ¿�� . Here Γ ? w: �Þ° �

ν M m:M � P becauseL z dom
�
Γ ? w: �³� and Γ ? w: �i?

m:M ° P. Applying induction we obtain Γ ? w: ��? m:M ° P. Now� � - �'J6cxG ¿�� can be applied since L z dom
�
Γ ? w: �U� , to obtain the required

Γ ? w: ��° �
ν M m:M � P.� � - �'J6c¶��A	� . HereΓ ? w: ��° �

ν M a:A � P becauseL Wz dom
�
Γ ? w: ��� andΓ ? w: ��° P.

Howeverwealsohave L Wz dom
�
Γ ? w: �U� andtherefore

� � - �'J)c³��A{� canalsobe
appliedto obtaintherequiredΓ ? w: �Û° �

ν M a:A � P. [
The following RestrictionLemmastatesthat if Γ ° P and someidentifier u

doesnotoccurfreein P thenP canalsobetypedin anenvironmentobtainedfrom
Γ by removing all occurrencesof u. For any identifieru let Γ ß u denotetheresult
of removing all occurrencesof u from Γ. For example

�
Γ ? u: ���+ß u denotesΓ while� Γ ? w:

� �i? u:A � � ß u is thesameas
�
Γ ß u�"? w: � .

LEMMA A.3 (RESTRICTION).> If �i? v:H ° U:T andv Wz fid
�
U � then �b° U:T> If �i? v:H ° p andv Wz fid

�
p� then �b° p> If Γ ° P andv Wz fid

�
P� thenΓ ß v ° P.

Proof. By inductionon theproofof thetyping judgment. [
Thefollowing corollaryfollowsby aneasyinductiononV.

COROLLARY A.4.> If �i? V:S ° U:T andfid
�
V � disjointfid

�
U � then �©° U:T> If �i? V:S ° p andfid

�
V � disjointfid

�
p� then �b° p [

A.2 Subject Reduction

We first show that typing is preserved by the structuralequivalence. The most
complicatedcaseis alreadycoveredby theRestrictionproposition.

LEMMA A.5 (SCOPE EXTRUSION).
If e Wz fn

�
Q� thenΓ ° Q

���
ν M e:T � if andonly if Γ ° �

ν M e:T � � Q �
P�
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Proof. Therearetwo cases.If L Wz dom
�
Γ � , thenwecanreasonasfollows:

Γ ° �
ν M e:T � � Q �

P�Ùà�á Γ ° P andΓ ° Qà�á Γ ° P
���

ν M e:T � Q
In the casethat L z dom

�
Γ � , the argumentis slightly differentdependingon

whethere is a channelor a location. As anexamplewe considerthe former, and
weassumeΓ hastheform ∆ ?�L : � .

Γ ° �
ν M a:A � � Q �

P�Õà¬á ∆ ?%L : � �`? a:A �x° �
Q
�
P�à¬á ∆ ?%L : � �`? a:A �x° Q and∆ ?%L : � �`? a:A �d° Pà¬á ∆ ?%L : �O° Q and∆ ?"L : � �i? a:A �x° P by Restrictionà¬á Γ ° Q andΓ ° �

ν M a:A � Pà¬á Γ ° Q
���

ν M a:A � P [
PROPOSITION A.6. If P \ Q thenΓ ° P impliesΓ ° Q

Proof. By inductionon the proof that P \ Q. All of the rulesand mostof the
axiomsareveryeasyto handle;themostdifficult caseis

� K - J�y�� e � , whichfollowsby
thepreviouslemma.As anexample,we considertherule

� K - �'J6cx� : L ��� νe:T � p�¶\�
ν M e:T ��L � p� .

If L Wz dom
�
Γ � thenit is immediateasbothsidestrivially typewith respectto Γ.

SosupposeL z dom
�
Γ � , and,asanexample,thate:T is a:A. Let Γ have theform

∆ ?�L : � . ThenΓ °ÀL ��� νa:A � p� if andonly if �i? a:A ° p while

Γ ° �
ν M a:A ��L � p�âà�á ∆ ?�L : � �`? a:A �|°ÁL � p�à�á ��? a:A ° p [

As is normallythecasetheproofof SubjectReductiondependsonthefactthat,
in somesense,typing is preservedby substitution.To provethis factthefollowing
lemmawill beuseful:

LEMMA A.7. If �©° V:Sand ��? X:S ° U:T then �b° U N � VW X �P :T.

Proof. By inductionon thestructureof X.
SupposeX is a variable,i.e. X @ x for somex. We thenproceedby induction

on U. If U is a basevalueor hasthe form u � Sv� , thentheresultis trivial. If U is a
tuplewecanapplytheinnerinductionhypothesis.If U is x, thenU N � VW x �PZ@ V and,
by the typing rules,S � T; usingtype specialization,we canthereforeconclude�ã° U N � VW x �P :T, as required. If U is an identifier u that is different from x then
x Wz fid

�
U � andU N � VW x �PZ@ U; thereforeby theRestrictionLemma�©° U N � VW x �P :T, as

required.
SupposeX hasthe form z� Sx� , so �i? X:S @O� andfid

�
X � disjoint dom

� ��� and
thereforeU N � VW X �Pº@ U. By CorollaryA.4, �b° U:T.

If X is a tuple,theresultfollowsby induction. [
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PROPOSITION A.8 (SUBSTITUTION). If �ä° V:T and �i? X:T ° p then�ä° p N � VW X �P .
Proof. For conveniencewe usep_ to denotep N � VW X �P (andemploy similar notation
for othersyntacticcategories).

As before,theproof is by inductionon thestructureof X. Thecasesfor tuplesSY andstructuredvaluesz� Sx� areasbefore. We presentthe casewhereX @ x, for
somevariablex. In this casewe proceedby a secondinductionon the inference��? x:T ° p. We presentthecasesthatinvolvebinders.� � - e � . Here ��? x:T ° u?

�
Y:S� q because�i? x:T ° u: �����	��
 T � and ��? x:T ? Y:S °

q. Applying the previous lemma to �i? x:T ° u: �����	��
 T � , we obtain �Û°
u_ : ��������
 T � . In addition, �i? x:T ? Y:S ° q canberewritten as �i? Y:S? x:T ° q.
By theinternalinduction,weobtain��? Y:S ° q_ . Now

� � - e � givestherequired�b° u_ ?� Y:S� q_ .� � - �'J6c¶��� . Here ��? x:T ° �
νa:A � p because��? x:T ? a:A ° p. Theenvironmentcan

berewritten as �i? a:A ? x:T, andthereforeinductioncanbeappliedto obtain��? a: ° p_ . Theresultfollowsby anapplicationof
� � - �'J)c³�'� . [

THEOREM (4.1, SUBJECT REDUCTION).
If Γ ° ∆ ® P and∆ ® P ² ]'^ P_ thenΓ ° ∆ ® P_ .

Proof. From the hypothesisΓ ° ∆ ® P we know that Γ ° P andΓ
� L'��� ∆

� L�� for
every L in dom

�
Γ � . Soit is sufficient to show Γ ° P_ , whichwedoby inductionon

thederivationof ∆ ® P ² ]'^ P_ . Wepresentanumberof representativecases.��e
- fhg{B'J#� . Herewe have ∆ ®hL � k ::p�º]'^ k

�
p� and∆

�
k �h° p. If k Wz dom

�
Γ � then

therequiredΓ ° k
�
p� followstrivially from

� � - e µ	�	A�� . If k z dom
�
Γ � thenwe

know thatΓ
�
k��� ∆

�
k� andtherefore,by Weakening,Γ

�
k ��° p. Now

� � - e µ	�'¿��
canbeappliedto obtainΓ ° k

�
p� .��e

- �%gTf�f�� . Herewehave

∆ ®dL � a! 
 V � p� � L � a?
�
X:T � q��]�^±L � p� � L � q N �VW X �P'�

If L Wz dom
�
Γ � thentheresultis trivial from

� � - e µ	�	A{� . OtherwiseL z dom
�
Γ � .

From Γ °åL � a! 
 V � p� � L � a?
�
X � q� we know Γ °æL � a! 
 V � p� and therefore

Γ
� L��x° p. It followsthatΓ °ÀL � p� .
It remainsto show thatΓ °çL � q N � VW X �P'� , that is Γ

� L��h° q N � VW X �P . Again from
thehypothesiswe know Γ °ÀL � a?

�
X:T � q� from which we canconcludethat

Γ
� L��Z° u: ��������
 T � and�i? X:T ° q. FromΓ °�L � a! 
 V � p� weknow thatΓ

� L��Z°
V:S for someS for which we also have Γ

� L��¯° u: �����	��
 S� . In our typing
systemthis mustmeanthatS andT coincide. We may thereforeapply the
Substitutionlemmato obtaintherequiredΓ

� L��d° q N � VW X �P .��e
- �'J)cU� . Weconsiderthecase:

∆ ?"L :L ® �
ν M a:A � P ]�^ �

ν M a:A � P_ because ∆ ?%L : � L ? a:A �+® P ]�^ P_
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First supposeL z dom
�
Γ � . SinceΓ ° ∆ ?)L :L ® �

ν M a:A � P we know Γ canbe
written asΓ _�?%L :L _ , whereL _Ä� L andthereforeΓ _�?%L : � L _è? a:A ��° P. We can
now apply inductionto obtainΓ _ ?)L : � L _ ? a:A �u° P_ , to which

� � - �'J6c¶�"¿T� can
beappliedto obtaintherequiredΓ ° �

ν M a:A � P_ .
If L Wz dom

�
Γ � thenby

� � - �'J)c³��A{� it is sufficient to prove Γ ° P_ . In this
caseΓ ° ∆ ?"L :L ® �

ν M a:A � P yieldsΓ ° ∆ ?%L : � L ? a:A �é® P to which induction
canbeappliedto givetherequiredΓ ° P_ .��e

- K�� e � . ThiscasefollowsusinginductionandPropositionA.6. [
A.3 Type Safety
Wefirst show thatthetypingsystemis “compatible”with thecompatibilityrelationÉ .

LEMMA A.9.> �b° V:T impliesV É T> �b° V:T and �b° U:T impliesV É U

Proof. A straightforwardinductive argument,in thefirst caseon thederivationof�b° V:T andin thesecondon thestructureof thetypeT. [
THEOREM (4.2, TYPE SAFETY). If Γ ° P and L z dom

�
Γ � thenP err M² ]ÀÐ]�^ .

Proof. By inductionon the proof that P err M² ]�]{^ , we show that if L z dom
�
Γ � and

P err M² ]�]{^ thenΓ ê P, which is sufficient to establishthetheorem.Let � denoteΓ
� L'� .� J - �%gTf�f�� . In this casewe have L � a! 
 V � p� � L � a?

�
X:T � q� err M² ]�]�^ becauseV VÉ T.

Now suppose,for a contradiction,thatΓ °ÓL � a! 
 V � p� � L � a?
�
X:T � q� . Be-

causethereis no subtypingon channeltypeswe know �ã°ë�����	�T
 T � and�w°¬��������
 S� impliesT @ S. Fromtheallegedtyping we canthereforecon-
cludethat �×° V:T. By thefirst partof LemmaA.9, we have V É T which
contradictionsV VÉ T.� J - J%~�� . Herewe have L � � I U @ V ���'J�� p J�G K�J q� err M² ]�] ^ becauseU VÉ V. If we as-
sumeΓ °ÁL � � I U @ V ���'J�� p J�G K�J q� thenwemusthaveΓ ° U:T andΓ ° V:T
for someT. Now applyingthesecondpartof LemmaA.9 we obtaina con-
tradictionto U VÉ V.� J - �'J)cd� . First supposethat

�
νke:E� P err M² ]�] ^ becauseP err M² ]�] ^ and e V@ÜL . If

k Wz dom
�
Γ � thenby inductionwe have Γ V ° P andby either

� � - �'J6c¶��A � or� � - �'J6cxG�A{� wecanconcludeΓ V ° �
νke:E� P.

Sosupposek z dom
�
Γ � . As anexamplesupposee:E is a location;thecase

whenit is a channelis similar. Applying inductionwe have Γ ? e:E V ° P and
thereforeby

� � - �'J)cxG ¿�� wecanconcludeΓ V ° �
νke:E� P.

Finally suppose
�
ν M k:E� P err M² ]�] ^ becauseP errk² ]T] ^ . By α-conversionwe can

assumethatk doesnot appearin Γ andsowe canapplyinductionto obtain
Γ ? k:E V ° P. We know that L z dom

�
Γ � andthereforeby

� � - �'J)cxG ¿�� we can
concludeΓ V ° �

ν M k:E� P.
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