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Type-Safe Execution of Mobile Agentsin Anonymous
Networks

MATTHEW HENNESSY AND JAMES RIELY

ABSTRACT. We presenta partially-typedsemanticdor D, a distributed r-calculus. The se-
manticsis designedor opendistributedsystemsn which somesitesmayharbormaliciousagents.
Nonethelesghesemanticguarante¢raditionaltype-safetypropertiesat“good” locationsby using
amixture of staticanddynamictype-checking.

The run-time semanticss built on the model of an anonymousetworkwherethe sourceof
incomingagentds unknowvable. To counteracpossiblemisuseof resourcesll siteskeeparecord
of localresourcesgainstvhich incomingagentsaredynamicallytypecheckd.

1 Introduction

In [7] we presenteda type systemfor controlling the useof resourcesn a dis-
tributed system. The type systemguaranteeshat resourceaccesss alwayssafe
in the sensehat, for example,integer channelsarealwaysusedwith integersand
booleanchannelsare always usedwith booleans. The type systemof [7], how-
ever, requiresthatall agentsn the systembe well-typed. In opensystemssuch
astheinternet,suchglobal propertiesareimpossibleto verify. In this paper we
presenta type systemfor partially typednetworks, whereonly a subsef agents
areassumedo bewell typed.

This notion of partialtyping is presentedisingthe languageDtt, from [7]. In
D1t mobile agentsare modeledas threads using a threadlanguagebasedon the
T-calculus. Threadsarelocated carryingout computationsat locationsor sites
Locatedthreadspr agentsinteractusinglocal channelsor resouces

In an opensystem,not all sitesare necessariljpbenign. Somesitesmay har
bor maliciousagentshat do not respecthe typing ruleslaid down for the useof
resourcesFor example,considerthe system

K[(vc:chan(int)) m:al(c)]
| mla?(z]x]) z:xI{t)]

consistingof two sitesk and m. The first generatesa new local channelc for
transmittingintegersandmalesit known to the secondsite m, by sendingt along
thechannel localto m. In abenignworld k couldassumehatarny mobileagent
thatsubsequentlynigratesrom mto k would only usethisnew channeto transmit
integers. Howeverin aninsecurewvorld m may not play accordingto therules;in
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our exampleit sendsanagentto k which misuseghe new resourceby sendingthe
booleanvaluet alongit.

In this paperwe formalizeonestratgy thatsitescanuseto protectthemseles
from suchattacks. The stratgy makesno assumptiongboutthe securityof the
underlyingnetwork. For example,it is not assumedhatthe sourceof a message
(or agent)canbe reliably determined.We refer to suchnetworks asanonymous
networks

In the presenc®f anorymousnetworksareasonablstratgy for sitesis based
on paranoia Sincethe sourceof messagesannotbe determinedt is impossible
to distinguishmessagefom potentially“trusted” sites;thusno sitecanbetrusted.
To protectitself, a site mustbarentry of any mobileagentthatcannotbe provento
uselocal resourcessintended.

Therequirementhatincomingagentsbe checled entailsthatthe runtime se-
manticsis of necessitymore complicatedthanthat of [7]. Eachlocation must
retaininformationaboutits local resourcesgainstwhich theincomingagentsare
checled. This informationis encapsulateds a locationtype, giving the names
of the resourcesvailablelocally, togetherwith their types;agentcheckingthen
amountgo aform of local runtimetypeheding.

The paperproceedsasfollows. In the next sectionwe review the language
Drtof [7] andrecallits standad semanticsWhile the paperis self containedwe
rely on[7] for examplesandmotivationfor D1t Thisis followed,in Section3, by
a formal descriptionof the modified run-time semanticswheresitesretainlocal
informationagainstwhichincomingagentsarechecled.

In Section4, we discussthe effectivenessof this runtime stratgy; we shav
thatgoodsitescannotbe harmedby badsites,in the sensehatlocal resourcegan
not be misusedat goodsites,evenin systemsvhich may containmalicioussites.
This is formalizedin termsof a statictyping system for which we prove Subject
Reductionand Type Safetytheorems.The paperendswith a critique of boththe
run-timestratgy andthetyping system.

2 Thelanguage

We presentthe syntaxand standardsemanticof D1t For a full treatmentof the
languageincludingmary examplessee[7]. Thelanguages a simplificationand
refinemenof thatintroducedn [17].

2.1 Syntax

Thesyntaxis givenin Tablel. We deferthe discussiorof types,T, to Section2.3.
The syntaxis parameterizewvith respecto thefollowing syntacticsets whichwe
assumeo bedisjoint:

e \ar, of variables rangedover by x-z,
e Name of namesrangedover by a-m,
¢ Int, of integers, rangedoverby i, and
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Table 1 Syntax

Id: u,v,w i=e| x
Val: U,V = i|bv|u|wu.,uy | (Uy, .., Un)
Pat. X,Y : X| ZXgy -y Xn) | (Ka, o5 Xn)

=nil | ul{V)p | u2(X:T)q | *p
| u:zp]|ifU=Vthenpelseq
| pla|(veT)p
SystemP,Q,R =il | £[p] | P|Q | (v,eT)P

Thread p,q,r :

e Bool= {t,f}, of booleansrangedover by bv.

We useu-w to rangeover the setof identifiers, Id = Var U Name We typically
usethe namesa-d to referto channelsandk-m to referto locations,althoughthe
distinctionis formally imposedoy thetype system We usee to referto nameghat
might beof eithertype.

Themainsyntacticcatgyoriesof thelanguageareasfollows:

e Threads p-r, are (almost)termsof the ordinary polyadic tecalculus[9].
Thethreadlanguagancludesthe staticcombinatordor composition'|” and
typedrestriction' (ve:T)’, aswell asconstructdor movement £:: p’, output
‘ul(V)p', typedinput‘u?(X:T)q, (mis)matchingif U=V then pelse ' and
iteration’ xp’.

e Agents /[p], arelocatedthreads.

e SystemsP-R, arecollectionsof agentscombinedusingthe staticcombina-
tors‘|" and‘(v,eT)’.

Theoutputandinput constructsnake useof syntacticcateyoriesfor values U-
V, andpatterns X-Y, respectrely. Valuesincludevariablesnamespasevalues,
andtuplesof these A valueof theformw[uy, .., uy] includesalocationw andacol-
lection of channelay,, .., u, allocatedatw. Patterns X-Y, provide destructorgor
eachtype. To bewell-formed,we requirethat patternselinear, i.e. eachvariable
appeaiat mostonce.

As anexampleof asystemconsidertheterm:

£Ipl [ (veacA) (e[l [KIrD)

This systemcontainsthreeagents/[p], £[q] andKk[r]. The first two agentsare
running at location ¢, the third at locationk. Moreover q andr sharea private
channeh of typeA, allocatedat/ andunknavn to p.

Unlike[4, 6], agentsarerelatively lightweightin D1t They aresingle-threaded
andcanbe freely split and megedusingstructuralrulesandcommunication.As
such,they areunnamed.
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NOTATION. We adoptseveralnotationalcorventionsasin [7].

e In the concretesyntax, “move” hasgreaterbinding power than composi-
tion. Thus/:p|q shouldberead(£:p)|qg. We adoptseveral standard
abbreviations. For example,we routinely drop type annotationsvhenthey
are not of interest. We omit trailing occurrence®f nil and often denote
tuples and other groupsusing a tilde. For example, we write a instead
of (ay, .., an) and (VET)p insteadof (ve;:T,)..(ven:Tn)p. We also write
‘if U =V then p’ insteadof ‘if U =V then pelse nil" and‘if U # V then q’
insteadof ‘if U =V then nil else g’

¢ We assumehe standarchotion of freeandboundoccurrencesf variables
andnamesn systemsandthreads.The variablesn the patternX arebound
by the input constructu?(X) g, the scopeis g. The namee is boundby the
restrictions(v,eT) P and (ve:T) p, the scopesare P andp, respectrely. A
termwith no freevariabless closed Thefunctionsfn(P) andfid(P) return
respectrely the setsof free namesandfreeidentifiersoccurringin P.

e We also assumea standardnotion substitution where P{Yx} denotesthe
capture-goiding substitutionof u for x in P. The notationP{V/x} gener
alizesthis in an obvious way asa sequenc®f substitutions.For example,

P{@zq} = P{Yz}{3x}.

¢ In thesequelwe identify termsup to renamingof boundidentifiers. O

2.2 Standard Reduction

The standardeductionsemanticss givenin Table2. The structuralequivalence
(P = Q) andreductionrelation (P —s P') both relateclosedsystemterms. The
structuralequivalenceis definedto bethe leastequialencerelationthatis closed
undercompositiorandrestriction,satisfieshe monoidlaws for composition: and
in additionsatisfiegheaxiomsgivenin Table2.

The structuralrulesallow for agentsplitting £[p | q] = ¢[p] | ¢[q] andgarbage
collection£[[nil] = nil. Notethatwhena new nameis lifted out of anagent,using
the structuralrule (s-new), the system-lgel restrictionrecordsthe nameof the
locationwhich allocatedthe name/[(ve:T) p] = (v.e:T) £[p]; theselocationtags
areusedonly for statictyping.

Mostof therulesof thereductiorrelationaretakendirectlyfrom therecalculus,
with afew changeso accommodatéhefactthatagentsareexplicitly located.The
mainrule of interesthereis (r-move),

LIk p] — K[p]

which stateghatanagentiocatedat/ canmoveto k usingthe move operatoik:: p.
Thisistheonly rulethatvariessignificantlybetweerthestandargemanticendthe

Themonoidlaws are:P | nil= P,P|Q= Q|P,andP|(Q|R) = (P|Q) |R.
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Table 2 StandardReduction

Structuralequivalence:
(s-nil) L[nil] = nil

(s-split) ¢Ipldl = £[pl | £[dl
(s-itr) £[+p] = £[p] | £[+p]
(s-new)  £[(veT)p] = (veeT)£[p]
(s-extr) Q| (veeT)P = (veT)(Q|P) if e¢ fn(Q)
Reduction:
(r-move L[k:p] — K[p]
(r-comm) - £[al(V)p] | £[a2(X)a] — £[p] | £[a{/x}]

)
)
(r-eqq) £[if U =U then pelse q] — £[p]
(r-eqa) £LJif U=Vthenpelseq] — £[q] if U#V

P— P
(r-new)
(vieT)P — (veT)P
(r-str) P— P P=Q—Q=F
RIP— R|P P—P

semanticdor opensystemddefinedlater Notethatin (r-comm), communication
is purelylocal:

¢alv)p] | £[a2(X)a] — £[p] | £[a{Y/x}H

As anexample,supposehatwe wish to write a systemof two agentspneatk
andoneat /. Theagentat k wishesto senda freshintegerchannelk, locatedatk,
to theotheragentusingthechanneb, locatedat £. This systemcouldbewritten:

£[bAZx])a] | K[(va) (p | £:bi(k[a]))]
= ([bAzX])q] | (va) (K[p] | K[£:b!(k[a])])  (s-new), (s-split)
— £[bAZX)d] | (via) (K[p] | £[b!(k[a])]) (r-move)
— (vi@) (£[a{%ax}] | KIp]) (s-extr) , (r-comm) , (s-nil)

Besideeachreduction,we have written the rulesusedto infer it, omitting (r-str)

and(r-new), which arealmostalwaysused.Notethatafterarriving at 4, theagent
sendsthe valuek[a] ratherthansimply a. In the type systemthis identifiesthe
resourcea asnon-localat/. If asimpleresourcevalue,suchasa, hadbeencom-
municatedo g, it would have hadto have beenlocalto ¢, ratherthank. An example
of aprocesg) thatusestherecevedvaluez]x] is z:: x! (1), which afterthe commu-
nicationwould becomek:: al(1). This canmove to the locationk and sendthe
integer1 onthenewly recevedchannek.
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2.3 Typesand Subtyping

The purposeof thetype systemis to ensuregproperuseof basetypes,channelsand
locations.In this paperwe usethe simpletype languagesrom [7, §4], extended
with baseypesfor integersandbooleansWe useuppercas®omarlettersto range
overtypes,whosesyntaxis asfollows:

TChan A,B,C ::= chan(T)
TLoc K,L,M = loc{a;:A4, .., an:An}, & distinct
TVal: ST ::=bool |int | A | K[By,..,Bn], | (T, ., Tn)

Typesaredividedinto thefollowing syntacticgroups:

e TChanof channetypeswhichspecifythetypeof valuescommunicatedver
achannelchan(T).

e TLocof simplelocationtypes,which specifythe setof typedchannelsvail-
ableatalocation,loc{a:A}.

e T\al of valuetypes,whichincludetypesfor basevalueschannelslocations
andtuples.

In valuetypes,locationtypeshave the form loc{a;:Ay, .., an:An}[By, .., Bn]. The
extendedform allows for a certainamountof first-orderexistentialpolymorphism.
Informally, loc{a:A}[B] mayberead"3X: loc{a:A,X:B}", i.e. thetypeof alocation
which haschannel& of typesA andsome(unnamedihannelof typesB.

Throughoutthe text, we drop empty braceswvhenclearfrom contet, writing
‘loc’ insteadof ‘loc{ }[], ‘K’ insteadof ‘K[|, and'u’ insteadof ‘u[]".

Locationtypesareessentialljthe sameasstandardecordtypes,andwe iden-
tify locationtypesup to reorderingof their “fields”. Thusloc{a:A, b:B}[C] =
loc{b:B, a:A}|C]. Butreorderings notallowedon “abstract’fields. Thusif B and
C aredifferent,thenloc{a:A}[B, C] # loc{a:A}|C,B].

Thesubtypingrelation(T < S)is discusseatlengthin [7]. Onbasetypesand
channelkypesthereis no nontrivial subtyping;for example,chan(T) < chan(T’} if
andonlyif T=T’. Onlocationtypes(bothsimpleand“existential”),thesubtyping
relationis similar to thattraditionally definedfor recordor objecttypes:

loc{&:A, b:B} < loc{&A}
loc{&A, b:B}[C] < loc{&A}[C]

Ontuples,thedefinitionis by homomorphioaxtension:é <Tif Vi:§<T,

2.4 TypeEnvironments

Locationtypescontainthenamef thechannel&known to bedefinedatalocation.
To presentypingsystemdor thelanguagen latersectionsit is usefulto generalize
locationtypesto allow theinclusionof variablesaswell asnames.Variablesare
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allowed at typesint andbool, in additionto channeltypesA. Theresultingtypes
arecalledopenlocationtypes, K:

TSimple H,G :=int | bool | A
TOpen K,L,M ::=loc{U:H}, u; distinct

To bewell-formed,we requirethatevery namein anopenlocationtype be associ-
atedwith achanneltype.
Thesubtypingrelationextendsdirectly to openlocationtypes:

loc{Ui:H, V:G} < loc{t:H}

A typeernvironment,”, mapsidentifiersto openlocationtypes.An exampleof
atypeervironmentis:

K : loc {a:chan(int),X:int}

M= _ a:chan(loc[chan(int)])
Z: Ioc{ y: chan(loc[chan(bool)]) }

Herewe have two locations k andz. Thefirst hasanintegerchannehameda and
anintegervariablex. The seconchastwo channels:a, which communicategpo-
tentially remote)integerchannelsaandy which communicategpotentiallyremote)
booleanchannels.

If atype ervironmentcontainsno variables,we saythatit is closed Closed
type ervironmentanapnamedo (closed)locationtypesK.

In the typing systemof the next sectionwe needsomenotationfor extending
(open)locationtypesandfor conveniencewe explain this notationhere. Theopen
location. maybeextendedusing‘L, V:T’, definedby inductiononV:

(loc{t:H}), v:G = loc{U:H,v:G} if Vi: uj £V
L, Wt:K[A] =L if {w,T} disjointdom(L)
L, bvibool =1L
L, isint = L
L, U:T = ((... (I, Up:T1), ...), UnTy)

Thereforethe extensionof IL by V:T addsonly informationaboutlocal identifiers
to L. For example:

loc{d:D}, (0,%,2]y]):(int,A,loc{c:C}[B]) = loc{d:D, x:A}

NotealsothateverylocationtypeL is anopenlocationtype,andthusthisdefinition
appliesto “closed” locationtypesaswell.

We usea similar notationfor extendingtype ernvironments:If u is notin the
domainof I thenl", u:I. denoteghe new type ervironment,which is similarto I
but in additionmapsu to theL.
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Table 3 Reductionfor OpenSystems

(r-move) A l[k:p] — K[p] if AKK) Fp
(r-comm) A £[al{V)p] | £[a2(X)q] — £[p] | £[a{"/x}]
(r-eq1) Ap £[if U= U then pelse q] — £[p]
(r-eqn) Ap £[if U=V thenpelseq] —£[q] if U#V
( ) A L(L,aA) P — P AL kK>P— P

A L (viaA)P— (viaA)P' A 2L > (vikK)P — (vkiK) P/
AP — P P=Q ArQ—Q Q=P

(r-str)
A>R|P— R|P A>P— P

3 Semanticsfor Open Systems

As we have explainedin the introduction,usingthe standardun-time semantics
local resourcesnay be intentionally misusedby malicioussites;in the example
discussedn pagel we have seenthatthe local resourcea at locationk is delib-
eratelymisusedby a mobile agentoriginating at locationm. In this sectionwe
modify the run-time semanticsn a mannerwhich offers protectionagainstsuch
misuse.

We are assuminghat agentsare working in an anorymousnetwork andthe
run-timestratgy suggesteeh theintroductionis for every siteto keepa recordof
local resourcesgainstwhich all incomingagentsarechecled. In our formulation
this distributedinformationis collectedtogetheras closedtype environmentand
thusreductionof theruntimesemanticgake theform

A>Pr+—s P

whereA is a closedtypeenvironmentandP andP’ aresystems.

Thereductionsemanticss givenin Table3. Mostof therulesaresimpleadap-
tationsof the correspondingulesin Table 2. For example,the rules for local
communicatiorand matchingof valuesareessentiallyasbefore,asA is not con-
sultedfor thesereductions.Thereis a minor changen therule for the restriction
operatoybecausé mustbeaugmentedo reflectthe additionof thenewvw name.

Theonly significantchangdrom the standardun-timesemanticss in therule
for codemovement:

A l[kzp] — K[p] if A(K) Fp

This saysthatthe agentp canmove from location/ to locationk only if p is guar
anteecdhotto misusethelocal resourcesf k, i.e. A(K) F p. Herep is type-checkd
dynamicallyagainstA(k), which givesthe namesandtypesof the resourcesvail-
ableatk.
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Table 4 Typing for ValuesandThreads

Values:
L <loc{u:H}
(t-sit) — (t-base)
LFuH L F niint, bv:bool
Vi: L FUi:T;
(t-loc) (t-tup)
L F u[vy, .., Vn]:K[A4, .., Ap] L F (U, .., Up)i(Ty, .., Tn)
Threads:
LEp
(t-move) — (t-newl) ——
LEu:p L+ (vkK)p
L + u:chan(T) L, X:T Fq L, aA - p
(t-r) (t-newc) ——————
L Fu?2(X:T)q L - (vaA)p
L F u:chan(T), V:T,p LEpq
(t-w) (t-str)
L Fu(V)p L Fnil, #p, p|q
L+FUT,V:T,p,q
(t-eq)

L Fif U=V then pelse q

3.1 RuntimeTyping

The definition of this runtimelocal type-checkings givenin Table4. Thisis a
light weighttyping in thatthe incomingcodeis only checled to the extentof its
referenceso local resourcesThusjudgmentsareof theform

LEp

indicatingthatp cansafelyrun at a locationthat providesresourcessdefinedin
L.

Perhapshemostsurprisingrulein thislight weighttype checkingis (t-move),
which involves no type checkingwhatsoger. However this is reasonables an
agentsuchas/ :: p runningat k usesno local resourcesit movesimmediatelyto
thesite/. As aresultof thisrule noticethatreductionsof theform

A mk:£:p] — K[£:p]

arealwaysallowed, regardlesf theinformationin A.
The only significantlocal checkingis carriedout by the two rules (t-r), (t-w)
which we examinein somedetail. The subtletyin the readrule (t-r) is to some
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extenthiddenin therule for updatinglocationtypesandthis is bestexplainedby
example.Theruledictatesfor example thattheagen@a?(x:chan(T)) g canmigrate
to alocationwith local resourced. provided:

e ais alocal channelof the appropriatdype, in this casea channelfor com-
municatingvaluesof typechan(T)

e ( is locally well-typed with respectto an augmentedset of resources,
L,x:chan(T).

However supposéhe channela communicateson-localinformation;e.g. whenis
a?(zx|:K[A]) q locally well-typed?Therule (t-r) simply demandshat,in addition
to a having theappropriatdocal type, q is well-typedwith respecto the sameset
of local resourced.. Formally this is becauseccordingto the definitionsgiven
in Section2.4 1L, z|x]:K[A] is simply L. Intuitively this is reasonablesinceary
non-localinformationreceved on a will not be usedlocally andthusit may be
ignored.
Therule (t-w) stateghatagenta! (V) p is locally well-typedprovided

e thecontinuatiorp is locally well-typed

e thechannek hasanappropriatdocaltype,saychan(T)

e the valueto be transmittedV is locally well-typedto be transmittedon a,
L + V:T; this meanghatit mustbe possibleto assignto V thelocal object
typeof thechannel, namelyT.

Oncemorethereis a subtlety this time in thelocal type checkingof values.If the
valueV to betransmitteds alocal resourcesaya channehameb, thenaccording
to therule (t-sit) b musthave thelocal typeT. If, onthe otherhand,V is a non-
local value, say k[b], thenlocally this is of no interest;accordingto (t-loc) k[b]
canbeassignednylocationtypewhichin effectmeanghatwhenit is transmitted
locally onaits validity is notchecled.

This endsour discussiorof runtimelocal type checking,and of the runtime
semantics.

3.2 An Example

As anexampleconsidera systemof threelocationsk, £ andm, with thefollowing
distributedtype ernvironmentA.

k : loc{a:chan(int)}
A= { £ 2 loc{b:chan{loc[chan{bool)])} }
m : loc{d: chan{loc[chan(bool})])}
Let P bethefollowing system:
k[m:d!(k[a])]

| m[d?2(Z[x]) £:b{zZ]x])]
| £[b?(Z]X]) z: X! {t)]
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Herek communicateshe nameof its integer channela to m, usingthe channeld
localto m. Thenmmisinforms¢ aboutthetypeof a atk: thecommunicatioralong
b fools/ into believing thata is aboolearchannel Subsequently attemptdo send
anagentto k thatviolatesthetype of local resourcea, by sendinga boolearnvalue
whereanintegeris expected.

The readercan checkthat accordingto our runtime semanticghe first code
movementbetweerk andm s allowed:

A K[m::di(k[a))] — m[d!(k[a])]

aslocaltypecheckingof themigratingagentsucceedsi(m) + d!(k[a]}. Thelocal
channeld is usedcorrectlyandsincethe valuetransmittedk|a], is non-localit is
essentiallynot examined(only the numberof namess checled,nottheirtypes).

Thelocal communicatiorat m on channeld now occursandthe secondcode
movementbetweenm and/ is alsoallowed,

Avmldi(k[a))] | m[d?(Z]x]) £:bl{(Z]x])] — - — £[b!{k[a]}]

becausehe migratingthread,bl(k[a]), is alsosuccessfuin its type checkagainst
local resourcesi(£). Thelocal communicatioralongb now occurs

A Z[bl(k[a])] | £[b?(Zx]) z:zxI(t)] — £[k=al(t)]

However the next potentialmove, the migration of the threada! (t) from £ to Kk,

is disalloved by the rule (r-move); the threadis locally type checled againstthe
resourcesit k, wherea is known to be aninteger channelandits potentialmisuse
is discovered.

4 Statictyping

In theruntimesemanticsnisuseof local resourcegancertainlyoccur sincethere
Is no requirementhat valueshave the objecttype specifiedby the transmitting
channel.For examplethereduction

Av K[al ()] | kK[a?(x) o] — K]nil] | K[a{¥x}]

is allowed even if the object type of the channela at k is int, i.e. A(k) <
loc{a:chan(int)}.

We do notassumehatall sitesrespecthetyping constraintontheir channels.
For corveniencelet us call sitesthat violate the typing constraintsbad sites,as
they do not play accordingto therules. A typical exampleis the site m, described
atthe endof the previous section;it recevesanintegerchannela from k but then
attemptsto usea to senda booleanvalue. In contrasta good site is one where
typing constraintareenforced.

In this sectionwe present statictype systenthatguaranteethat:
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Table 5 Statictyping

ValuesandThreadsAs in Table4

Systems:
L+ ¢ ¢ dom(l
(t-rung) P (t-runb) w
4L+ p] r +£[p]
r, (L, aA) P L¢doml) TEP
(t-newcg) (t-newcb)
M, 4L (viaA)P = (viaA)P
ML kK EP L¢doml) THP
(t-newlg) (t-newlb)
ML F (vikK)P rE(vkK)P
rEP,
(t-str) —Q
[ Hnil, P|Q
Configurations:

r-p
(t-config) ——— V£ € dom(T): T(£) < A(K)
r-AcP




Type-SafeExecutionof Mobile Agentsin AnonymousNetworks 13

goodsitescannotbe harmedby badsites.

That s, local resourcesat a good site cannotbe misuseddespitethe existence
of, andinteractionwith, badsites. We prove SubjectReductionand Type Safety
theoremdor the type system.Intuitively, SubjectReductioncanbeinterpretedas
sayingthattheintegrity of goodsitesis maintainecascomputatiorproceedswhile
Type Safetydemonstratethatlocal resourcesit goodsitescannotbe misused.

The statictyping relationfor anorymousnetworksis definedin Table5. Judg-
mentsareof theform

r-p

whererl is a (open)type ervironmentandP a system.Thetype environmentonly
recordsthetypesof goodlocations;thusk € dom(I") is to beread“k is good” and
m¢ dom(") maybereadas“mis bad! If ' - P, thenthoseagentsn P thatare
locatedat sitesin thedomainof I areguaranteetb be“well behaed”.

For threadsandvalues the statictyping relationis the sameasruntimetyping
relationgivenin Table4. Thetyping of alocatedagent/[p] depend®nwhether/
isgood,i.e. £ € dom(I"). If £ is good,thenaccordingo (t-rung), toinfer I - £[p]
we needto establishthat the p is well-typedto runat ¢, I'(£) - p. Butif £ is
notgood,thenit doesnt matterwhetherp is well-typed;thus(t-runb) saysthatif
¢ ¢ dom(I"), then/[p] is well-typedfor ary threadp.

Thetyping of new resourcestthe systemdevel alsodepend®nwhetherthey
areintroducedat a goodsite. For exampleto infer I', £:L. + (v,a:A) P, wherebe-
causeof the notationwe know £ is a goodsite, (t-newcg) saysthatwe needto es-
tablishl, 2:(L, a:A) + P, i.e. thatP is well-typedunderthe assumptiorthatthere
IS a new resourcea at site /. This is in contrastto the casewhen/ is not good,
¢ ¢ dom(I"), whereaccordingto (t-newcb) it is sufficientto establistthatthe sys-
tem P is well-typedrelative to the sametyping ervironment. Note thatimplicit
in thesetwo rulesis the assumptiorthatnenv goodsitescanonly be generatedy
goodsites.

Intuitively I - P meanghatin P the goodsites,thosein the domainof I use
their local resourcesn accordancevith I', whereaghe behaior of badsitesare
unconstrainedAs an exampleconsiderthe configurationA > P from Section3.2.
If weletl bethetyping ervironmentdefinedby:

_ [ k:loc{a:chan(int)}
= { £ :loc{b:chan{loc[chan(bool}]}} }

Thenonecaneasilycheckthatl” - A P, thatis A is consistentvith ' andl™ - P.
Intuitively herewe are sayingthat k and/ are good siteswhich usetheir local
resourcegorrectlywhereamo guaranteas madeaboutthe local behaior at m.
Note, however, thatif oneconsidersstatictyping underA, which includesm, then
A doesnottypeP.

The static typing systemsatisfiesseveral importantproperties,suchas type
specializatiorandnarraving, which are statedandprovedin AppendixA. These
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Table 6 RuntimeError

(e-comm) £[al(V)p] | £[a2X:T)q] &%  ifV#£T
(e-eq) /[if U=Vthenpelseq] &% ifU%#V

P errk P errk PEQ Q errk
(e-new) (Vge:E)P errk{¥e} (e-str) P\ R errk P errk

propertiesareusedto establisithe following result,which stateghatwell-typing
atgoodsitesis preseredby reduction.

THEOREM 4.1 (SUBJECT REDUCTION).
Ifr ~A>PandA> P+ P thenl AP,

Proof. SeeAppendixA. a

We now discussthe extentto which in the type systemprecludeshe misuse
of local resourcesit goodsites. This canbe formalizedusinga notion of runtime
error. In this paperwe confineour attentionto runtimeerrorsbasedon arity mis-
matching. Intuitively, an arity mismatchoccurswhenthe valuesenton a channel
doesnot matchthe type that the recipientexpects,or whentwo structurallydis-
similar valuesare comparedisingthe matchconstruct. To formalizethis notion,
we definea compatibilityrelationU < T betweer(closed)valuesandtypes,anda
compatibilityrelationU =< V betweenclosed)values:

i < int i<

bv = bool bv < bv/
ex<A ex<é
gldy, .., dn] < K[Ay, .., Ap] eldy, .., dn] < €[d., .., d]
(V1, -, Vi) < (T4, .., Tn) (V1, -, V) < (VI, .., V})
ifVi: VixT, if Vi Vi<V

Thedefinitionof runtimeerroris givenin Table6 asa predicateP ﬂ), indi-
catingthatP is capableof aruntimeerroratlocation/. Essentiallyanerroroccurs
atlocation/ if eithertwo incompatiblevaluesarecomparedat £ or an attemptis
madeto communicatevaluealongalocal channelwhichis incompatiblewith the
typeof thechannel.Theonly non-trivial ruleis (e-new) whichmayeffectachange
in the nameof the locationwherethe error occurs. For exampleit will reportan
errorat/ in (v/k:K) P if thereis aruntimeerrorin P atlocationk.

We shouldpointoutthatthisdefinitionof run-timeerroris considerablyvealer
thanthat employedin [7]; in that paper the notion of run-time error took into
accountotonly to arity mismatche$ut alsoaccessiolations

THEOREM 4.2 (TYPE SAFETY). If I P andZ € dom(A) thenP 245,
Proof. SeeAppendixA. a
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This theorem, togetherwith SubjectReduction,canbe interpretedinformally as
sayingthatasreductiongroceedocal resourcesannotbelocally misusedatgood
sites,evenin systemavherenotall siteswhich arenecessarilyvell-behaed.

5 Discussion

Herewe make threepointswhich demonstratéhe limitations of boththe runtime
stratgy andthetyping system.

First the statictyping is very weak asit is designedonly to eliminatelocal
misuseof local resourcesLet

K'Ioc{ b:chan{loc{d:chan(bool) }) }
r={¢"% c:chan(loc{d:chan(int)})
k:Ioc{ d:chan(int)}

Thenl F £[c?(z]x]) b!(z]x])] althoughobviously herethereis, at leastinformally,
amisuseof local channelsHowever formally the valuesexchangedn c andb are
potentiallyremoteandthereforehesevaluesarenotconsideredocal. For example,
considera companiorsite k which hasonelocal channel of typechan(int). Then
no runtimeerroroccursin thesystem

([c2(zloc{d:chan(int)}) bl(2)]
e (\k[[é ::Z(c!(k) b2A2) 2N {E)] ; )

althoughone could arguethatat location/ thereis a misuseof the channelb. A
runtimeerroris avoidedby the dynamictype-checkingafterthe communications
on c andb the potentialmove

L[k di(t)] — K[d!(t)]

is blocked becausehe agentattemptingto move to k, d!(t) doesnot type check
againsthelocal resourcestk.

To strengtherthe statictype checkingsitesmustbe willing to remembemot
only local resource$ut alsoinformationaboutothersites. However sincenot all
sitesarewell-behaedit would be dangerouso rely on arbitraryinformation.

Thesecondointis thatthereis anover relianceon dynamictype-checkingo
avoid misuseof resourcesThis canbe highlightedby consideringanotherdesir
ablepropertyof aruntimesemanticgor opensystems:

Movementbetweengoodsitesshouldalwaysbe allowed, evenin the
presencef badlybehaedsites.

It is obviousfrom theexamplediscussedh Section3.2thatourrun-timesemantics
doesnot satisfythis property If we usethe staticervironmentl” definedon page
13thenk and/ aregoodsites.But aswe have seenin Section3.2thealuseby m
eventuallypreventsa movementfrom k and/.
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Finally therequiremento dynamicallytype-checlall incomingthreadss very
inefficient. However becaus®f the very weakform of type checkingemployedit
Is essential.A site cannoteventrustitself! For examplesupposewe revisedthe
reductionrule (r-move) to readasfollows:

Av/l[k:p]— A K[p] if k=2 or Ak) Fp

Herethesitek trustsitself andthereforedoesnottype checkthethreadp. However
thisruleis notsafe;SubjectReductiorfails andruntimeerrorsmaybeintroduced.
As anexample,considerthe following configurationwhich usesthe typing ervi-

ronment givenatthebeginningof this section:

> £L[c22)z:cl(t)] | £]c'{£)]

Theconfiguratiorcanbetypedwith respecto I' itself, but afterthecommunication
theresultisT > Z[[c!(t)], whichfailsto typeunder”. Moreoverl” > £[c!(t)] induces
aruntimeerrordueto the potentialmisuseof channek.

In a companionpaperwe addresstheseissuesby introducing a notion of
trust betweensites. The dynamictypecheckings strengthenedyy makinga site
recordinformationabouttrustedsites,which includesitself. While typechecking
in this systemis computationallymore expensve, not all incomingthreadsneed
be checled;thoseoriginatingat trustedsitesareallowed throughunchecled. The
nev semantichastwo additionaldesirableproperties:movementbetweengood
sitesis alwaysallowed (asdiscusse@bove), anda strongemotion of Type Safety
canbeguarantee@ecausehetypingrelationis stronger).

6 Related Work

In this paperwe have outlined a stratgy for ensuringthat the integrity of well-
behaed sitesis not compromisedy the presencef potentiallymaliciousmobile
agents.Moreover we have formalizedthe correctnes®f this strat@y in termsof
SubjectReductionandType Safetytheoremdor a partial type system.

In this study we usedthe languageDtt [ 7], one of a numberof distributed
versionsof the Tecalculus[9]. For othervariationssee[6, 13]. Thelanguagesn
[4, 5] arethematicallysimilar althoughbasedon somevhat differentprinciples.
We have taken advantageof a rich type systemfor D, originally presentedn
[7], wherenot only do channeldhave the typesoriginally proposedn [11] for the
T-calculus,but locationshave typesbroadly similar to thoseof objects. An even
richertypesystenis alsoproposedn [ 7] in whichtypescorrespondo capabilities
asin [5], andan interestingtopic for future researchwould be the extensionof
partial typingto theserichertypes.

Our researchs relatedto proposaldor proof-carryingcodeoutlinedin [10]:
codeconsumerswhich in our caseare locations,demandof codeproducersjn
our caseincomingthreads that their codeis accompaniedby a proof of correct-
ness.This proofis checledby theconsumebeforethe codeis allowedto execute.
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The correctnesss expressedn termsof a public safetypolicy announcedy the
consumeiandthe producemustprovide codealongwith a proof thatit satisfies
this policy. In our casethis safetypolicy is determinedy the locationtype which
recordsthe typesof the consumess resourcesandproof checkingcorresponds$o
type checkingtheincomingcodeagainsthis record. Our work is differentin that
the correctnesproof canbe reconstructeefficiently, andthereforethe producer
neednot supplyanexplict proof.

For otherexamplesof relatedwork within this framewvork see[&, 14]. For ex-
amplethe former containsa numberof schemedor typecheckingncomingcode
for acceswiolationsto local privateresourcesHowever the languages very dif-
ferentfrom ours,namelya sequentiahigherorderfunctionallanguageandthere
is no directformalizationof the factthatdistributed systemswvhich employ these
schemesrewell-behaed.

A verydifferentapproacho systensecurityis basedntheuseof cryptography
andsignaturesFor example[1] presents 1-calculusbasedanguagewhich con-
tain cryptographicconstructsvhich ensurethe exchangeof databetweentrusted
agents,while [3] containsa descriptionof the applicationof this approachin a
practicalsetting.

A Proofs

A.1 Propertiesof the static type system

First we prove two importantpropertiesof type systemswith subtyping: Type
SpecializatiorandWealening.

PROPOSITION A.1 (TYPE SPECIALIZATION).
If L FV:TandT < SthenL  V:S.

Proof. By inductiononthejudgementL - V:T. If V:T takestheform V:H thenS
mustcoincidewith H, sincethereis no non-trivial subtypingon channeltypesor
basetypes. If V:T hasthe form w[u]:L[A] thenthe resultis trivial, using (t-loc).
Finally, the casefor tuplesfollows by induction. O

PROPOSITION A.2 (WEAKENING).
olfLFV:TandK <L thenK - V:T
elf LFpandK <L thenKFp
elf WL FPandK <L thenlLwK P

Proof. In eachcasethe proofis by inductionon the typeinference.We examine
two examplesof proofonthreads:

(t-r). HereL - u?(X:T) g becauséd. + u:chan(T) andL, X:T F g. We canapply
thefirst statemenin the propositionto theformer, to obtainK + u:chan(T),
while inductionto the latter givesK, X:T F g. An applicationof (t-r) now
givestherequiredK F u?(X:T)qQ.
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(t-newc). HereLL + (va:A) p becausé., a:A + p. By a-corversionwe canchoose
a sothatit doesnotappeain K andthereforeby inductionwe have K, a:A +
p. Now anapplicationof (t-newc) givestherequiredK - (va:A)p.

We presentour casedor the proofon systems.

(t-rung). Herel,wL F m[p] becauseM + p, whereM = (F,wL)(m). If m
andw are differentthenwe also have M = (I',w:K)(m) and thereforean
applicationof (t-rung) givestherequired”,w:K F m[p]. Ontheotherhand
if mis thesameasw thenM = LL.. Sowe canapplythe secondpartof the
propositionto M, obtainingK F p. Now (t-rung) also givesthe required
L, w.K Fmp].

(t-runb). This cases trivial.

(t-newlg). Herel',wL F (vym:M)P because/ € dom, w:) and ', w.L,
m:M F P.  Applying induction we obtain ', w.K, mM + P. Now
(t-newlg) can be appliedsince ¢ € dom(I', w.K), to obtain the required
M, wKFE (vemM)P.

(t-newcb). Herel ,wL F (v,a:A)P because¢ ¢ dom(I",w.L) andl",w.L + P.
Howeverwe alsohave £ ¢ dom(I",w:K) andtherefore(t-newcb) canalsobe
appliedto obtaintherequiredr,w:K + (v,a:A) P. O

The following RestrictionLemmastatesthatif ' = P and someidentifier u
doesnotoccurfreein P thenP canalsobetypedin anenvironmentobtainedrom
" by removing all occurrencesf u. For ary identifieru let I' \u denotetheresult
of remaoving all occurrencesf u from I'. For example(I™, u:LL) \u denoted™ while
(I, w:(L,u:A)) \uis thesameas(I" \u), wL.

LEMMA A.3 (RESTRICTION).

e IfL,v:H - U:T andv ¢ fid(U) thenL - U:T
e IfL,v:H - pandv ¢ fid(p) thenLL - p
e If I FPandv ¢ fid(P) thenl\v I P.

Proof. By inductiononthe proofof thetypingjudgment. d
Thefollowing corollaryfollows by aneasyinductiononV.
COROLLARY A .4,

e If L,V:SH U:T andfid(V) disjointfid(U) thenL - U:T
e If L,V:S+ pandfid(V) disjointfid(p) thenL + p O

A.2 Subject Reduction
We first shawv that typing is presered by the structuralequivalence. The most
complicatectaseis alreadycoveredby the Restrictionproposition.

LEMMA A.5 (SCOPE EXTRUSION).
If e¢ fn(Q) thenl - Q| (v,&T) if andonlyif I' - (v,eT) (Q|P)
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Proof. Therearetwo caseslf £ ¢ dom(I"), thenwe canreasorasfollows:

M= (veeT)(Q|P) <= IkFPandlr HQ
<~ I FP|(veT)Q

In the casethat/ € dom(I"), the argumentis slightly differentdependingon
whethere is a channelor a location. As an examplewe considerthe former, and
we assumd hastheform A, Z:1L.

M= (veaA)(QIP) <= A L(L, aA) - (Q|P)
<~ A /(L, aA) FQandA, 4:(L, aA) P
< A 2L FQandA, Z:(L, a:A) P by Restriction
< I+Qandl + (viaA)P
— I FQJ(viaA)P O

PROPOSITION A.6. If P=Qthenll - Pimpliesl" - Q

Proof. By inductionon the proof thatP = Q. All of the rulesand mostof the
axiomsarevery easyto handlethemostdifficult caseis (s-extr), whichfollows by
the previouslemma. As an example,we considertherule (s-new): £[(ve:T) p] =
(veeT)£[p].

If £ ¢ dom(I") thenit isimmediateasbothsidestrivially typewith respectoI".
Sosuppose € dom(I'), and,asanexamplethate:T is a:A. Letl" have theform
A, 2L, Thenl = £[(va:A) p] if andonlyif L,a:A + p while

I (veaA)lp] < AL(LaA) -2[p]
— L,aAFp O

Asis normallythecasethe proofof SubjectReductiordepend®nthefactthat,
in somesensetypingis preseredby substitution.To prove this factthefollowing
lemmawill beuseful:

LEMMA A.7. If L - V:SandL,X:S + U:T thenL - U{V/x]}:T.

Proof. By inductiononthestructureof X.

SupposeX is avariable,i.e. X = x for somex. We thenproceedby induction
onU. If U is abasevalueor hasthe form u[V], thentheresultis trivial. If U is a
tuplewe canapplytheinnerinductionhypothesisif U is x, thenU{Y/x} = V and,
by the typing rules, S < T; usingtype specializationwe canthereforeconclude
L = U{VYx}:T, asrequired. If U is an identifier u thatis differentfrom x then
x ¢ fid(U) andU{V/x} = U; thereforeby the RestrictionLemmalL + U{V/x}:T, as
required.

SupposeX hasthe form z[X], so L, X:S = L andfid(X) disjointdom(L) and
thereforeU{V/x} = U. By CorollaryA.4, L + U:T.

If X is atuple,theresultfollows by induction. a
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PROPOSITION A.8 (SUBSTITUTION). If L -V:TandL, X:T +pthenl + p{V/x}.

Proof. For corveniencewe usep’ to denotep{V/x} (andemploy similar notation
for othersyntacticcatayories).

_Asbefore theproofis by inductionon the structureof X. The casedor tuples
Y andstructuredvalueszX| areasbefore. We presenthe casewhereX = x, for

somevariablex. In this casewe proceedby a secondnductionon the inference
L,xT + p. We presenthe caseghatinvolve binders.

(t-r). HereL,xT F u?(Y:S)q becausel,x:T F u:chan(T) andL,xT, Y:S |
g. Applying the previous lemmato L,xT + u:chan(T), we obtainLL +
U':chan(T). In addition,L,x:T, Y:S - q canberewritten asL, Y:S xT F q.
By theinternalinduction,weobtainLL, Y:S+ . Now (t-r) givestherequired
L Fu2Y:S)(.

(t-newc). HereL,x:T F (va:A) p becausé.,x:T, a:A F p. Theervironmentcan
berewritten aslL, a:A, x:T, andthereforeinductioncanbe appliedto obtain
L, a + p'. Theresultfollows by anapplicationof (t-newc). O

THEOREM (4.1, SUBJECT REDUCTION).

Ifr ~A>PandA>P+— P thenl FAp>P.
Proof. Fromthe hypothesid™ - A> P we know that™ - P andl" (¢) < A(4) for
every £ in dom(I"). Soit is sufficientto shov I + P/, whichwe do by inductionon
thederivationof A> P — P'. We presentanumberof representatie cases.

(r-move). Herewe have A > £[k:: p] — K[p] andA(k) - p. If k¢ dom(I") then
therequiredr I k[p] followstrivially from (t-runb). If k € dom(I") thenwe
know thatl" (k) < A(k) andthereforepy Wealening,I" (k) - p. Now (t-rung)
canbeappliedto obtainl” + K[p].

(r-comm). Herewe have

Av L[al(V)p] | £[a2X:T)d] — £[p] | £[a{"/x}]

If £¢ dom(I") thentheresultis trivial from (t-runb). Otherwise/ € dom(I").
FromT F £[al{V)p] | £[a?(X)q] we know I" - £[al(V)p] andtherefore
[(£) Fp. It followsthatl™ - £[p].

It remainsto shaw thatl™ - £[q{V/x}], thatis [ (¢) + g{V/x}. Againfrom
the hypothesiave know I + £[a?(X:T) g] from which we canconcludethat
I(4) Fu:chan(T) andLL, X:T F g. FromI" F £[a! (V) p] we know thatl" (£) -
V:S for somesS for which we also have I'(¢) F u:chan(S). In our typing
systemthis mustmeanthatS and T coincide. We may thereforeapply the
Substitutiolemmato obtaintherequiredr (£) + g{V/x}.

(r-new). We considerthe case:

A, CL> (veaA)P —s (viaA)P' because A, 4:(L,aA)>P— P
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First suppose € dom(I"). Sincel’ - A, £:L > (vpa:A) P we know I canbe
writtenasl™’, Z:L’, whereL’ < L andthereforel’, £:(L’, a:A) F P. We can
now apply inductionto obtainl™’, £:(L’, a:A) F P/, to which (t-newcg) can
beappliedto obtaintherequiredr - (v,a:A)P'.

If £¢ dom(I") thenby (t-newcb) it is sufiicientto prove I - P. In this
casel’ F A, 2L > (viaA)Pyieldsl A, Z:(L, a:A) > P to which induction
canbeappliedto give therequiredr + P'.

(r-str). This casefollows usinginductionandPropositionA.6. O

A.3 Type Safety
We first show thatthetyping systenis “compatible”with thecompatibilityrelation

~—
~=

LEMMA A.9.

e LFHV:TimpliesVx<T

e L FV:TandL - U:T impliesV < U
Proof. A straightforvardinductive agument,in the first caseon the derivation of
L F V:T andin thesecondn the structureof thetypeT. g

THEOREM (4.2, TYPE SAFETY). If [ - P and/ e dom(l) thenP +&%%.

Proof By inductionon the proof that P 2% we shaw thatif £ € dom(I) and
P 2% thenl” ¥ P, whichis sufficientto establisithetheorem Let L denotel™ (¢).

err/

(e-comm). In this casewe have £[a! (V) p] | £[a?(X:T)q] — becausd/ # T.
Now supposefor a contradictionthatl” - £[al(V)p] | £[a?(X:T)q]. Be-
causethereis no subtypingon channeltypeswe know L + chan(T) and
L + chan(S) impliesT = S. Fromthe allegedtyping we canthereforecon-
cludethatL - V:T. By thefirst partof LemmaA.9, we have V < T which
contradictions/ £ T.

(e-eq). Herewe have £[if U =V then pelse q] 2% becausd) % V. If we as-
sumel” - £[if U =V then pelse q] thenwe musthavel” - U:T andl' - V:T
for someT. Now applyingthe secondpartof LemmaA.9 we obtaina con-
tradictionto U % V.

(e-new). First supposethat (vkeE)P 2% becauseP 2% ande # £, |If
k ¢ dom(I") thenby inductionwe have I' ¥ P andby either (t-newcb) or
(t-newlb) we canconcludd™ * (vxelE) P.

Sosupposék € dom(I"). As anexamplesupposeE is alocation;thecase
whenit is a channelis similar. Applying inductionwe haveI',eE ¥ P and
thereforeby (t-newlg) we canconcludd™ I/ (vke:E) P.

Finally supposev,k:E) P 2% becausé 2%, By a-conversionwe can
assumehatk doesnot appeaiin ' andsowe canapplyinductionto obtain
I kE ¥ P. We know that£ € dom(I") andthereforeby (t-newlg) we can
concludd™ i (v/k:E) P.
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(e-str). Straightforvard,usinginductionandPropositionA.6. O
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